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Abstract

Over the last decade, data sharing has become eminent in each aspect of the daily routine chores of industries and research alike.
Traditionally, all data sharing platform depend on trusted third parties (TTP), owing to which they lack trust, security, immutability
and transparency. But, with the advent of blockchain technology, the data sharing has got a whole new dimensionality. Blockchain
is a distributed and decentralized ledger that records the source of a digital resources. The secure features of blockchain have helped
it gain popularity and application in a variety of domains including sustainable manufacturing. It can aid in customer and product
tracking, supply chain, quality checks, etc. Blockchain can further strengthen how products can be designed, engineered,
manufactured, dispatched and tracked in the revolutionized Industry 4.0 initiative. All these activities involve sharing of
voluminous data. Hence, this paper presents an efficient data-sharing system which takes the advantage of the transparency as well
as the security provided by a blockchain. AnonChain (Anonymous Chain) is a file sharing platform that integrates Inter Planetary
File Sharing (IPFS) with the blockchain technology to provide secure and anonymous file sharing.

Keywords- Decentralization, Blockchain, Peer-to-peer, IPFS, Anonymous chain, Encryption, Sustainability, Industry 4.0.

1. Introduction

Data sharing nowadays has become a normal part of our lives. From industrial usage to research and
individual use, a large amount of data is shared daily. Data is shared in the form of emails, messages,
research data, scientific results, literature, images, videos and so on. Data sharing has become one of the
most fundamental steps to gain maximum benefit from research innovations. The great ease at which
massive data can be shared and used from different locations have prompted the research consortiums to
explore techniques for developing efficient data sharing systems. Initially, when the data sharing concept
was at its nascent stage, it was mainly done through sharing of physical storage devices such as USB’s,
Floppy Disks, Hard Disks, etc. This process of sharing data was inefficient as it required the users to
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manually share devices and was thus, infeasible for frequent sharing and for distant users. With the advent
of networking, data became more accessible and data sharing over network became a common trend.
However, data sharing through public network came with its own set of pitfalls. Although this annihilates
the need for physical media transfer, it still has a major concern as there are intermediaries involved in
sharing a centrally utilized infrastructure. The data faced a major security concern of being hacked or
modified. Data mishandling and manipulation is still a major concern in data sharing. The solution to these
concerns needs clarity so as to eliminate the threat to security, trust and privacy. This led to research
initiatives for generating more safe procedures for sharing the data, and hence the advent of trusted third-
party data sharing techniques. However, when data sharing is done through a third party, it becomes
important to guarantee the credibility and authenticity of data and also ensure reliable transmission of data
(Naz et al., 2019). Cloud servers came into existence and accessing the information from the internet meant
interacting with the cloud servers, which store massive data, but has a centralized infrastructure, which
comes along with its own set of risks such as data breaches, invasion of privacy, non-transparency, data
ownership problems. Hence, the issue of trust and guarantee against data theft still is a major concern with
third party initiatives. Moreover, most of the time, data owners lack complete control over the access and
use of data (Khatal et al., 2021). Also, these techniques have many issues with distributed systems across
multiple sites (Miltchev et al., 2008).

To eliminate these challenges associated with a third-party transfer, blockchain came into existence. It is a
new trend in the world of information technology. Currently, it is used in a wide set of domains like
healthcare, information security, data trading, Internet of Things (1oT) and many more because of its many
striking features. It is an elementary yet inventive way of communicating between entities in a fully
automated and safe manner. Moreover, with the help of blockchain, one can ensure the transparency of
transactions as a public blockchain serves as a shared and immutable ledger and the information is available
to anyone. A blockchain is a decentralized distributed database existing on multiple computers at the same
time. Each block stores a timestamp, nonce, some data and the hash (link) of the previous block, forming a
chain-like structure (Khatal et al., 2021). The chain keeps on growing as new blocks are added thus forming
a blockchain. A cryptographic hash function is used to link the blocks, thus forming a chain. The first block
in the chain is called the genesis block and it is the starting of the blockchain (Chen et al., 2019b). All the
connected nodes in the peer-to-peer network get a copy of the complete blockchain. Each block once created
calculates a hash and includes it in its header. Any changes made in the block will automatically alter the
hash as well. Hashes help to detect any changes in blocks. Whenever a new block is created, it is sent to
each node within the blockchain system. Each node then verifies the block and checks whether the
information stated in it is correct. A consensus protocol is created by all the nodes in the blockchain
network. A consensus protocol is a set of network rules, and if everyone abides by them, they become self-
enforced inside the blockchain. This makes blockchain technology cryptographically secure and immutable
by eradicating any third party involvement. Hence, the blockchain based data sharing system has a
promising application and eliminates the security concerns of the other techniques. Data storage on the
blockchain has a cost model. This is the only evident limitation for handling large data in blockchain. The
limitation is in the storage capacity and processing power of network nodes. Large files cannot be efficiently
stored on the blockchain and it becomes bloated if the data is replicated on all nodes and a lot of storage
space is required for the same. If all the data (files) are replicated on the node, then mining the nodes also
becomes expensive. These concerns gave rise to a doubt in the use of blockchain for sharing large files. To
overcome these limitations there are several off-chain data storage solutions that have been designed to be
friendly to the blockchain such as FileCoin, Storj, Sia and IPFS. FileCoin introduced how to store and
retrieve data while keeping miners focused on storing data. Miners could earn FileCoin by providing storage
to clients and clients spend these FileCoins hiring miners to store or distribute data. But this method did not
fully eliminate the use of proof of work or reliance on another consensus protocol. It also needed scalability
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improvements (Benet, 2017). Storj, on the other hand focuses on storage solutions rather than distribution
and quality of service (QoS) is one of the concerns of the Storj team (Wilkinson et al., 2014). Sia, although
a fully decentralized system requires a deposit of Sia coins to rent out space similar to FileCoins. It also has
scalability issues (Vorick and Champine, 2014).

To overcome this limitation, the paper uses the Inter Planetary File System (IPFS) along with blockchain
technology to enable a more efficient data sharing system. IPFS is a versioned file system that can store
and track file versions over time. It is a hypermedia protocol and peer-to-peer network for storing and
sharing data in a distributed file system. It uses content-addressing to uniquely identify each file in a global
namespace connecting all computing devices and also uses Distributed Hash Tables (DHT). In these table,
the data is scattered over a network of computers and is coherently synchronized to enable efficient access
and lookup between nodes (Naz et al., 2019). When a file is added to IPFS, the file along with all the blocks
within it, is given a unique fingerprint called a cryptographic hash. Each node stores only the content it is
interested in, plus some indexing information that helps figure out which node is storing what. When a file
is looked up to view or download, the network finds the nodes that are storing the content behind that file’s
hash. There is no requirement of remembering the hash, though every file can be found by human-readable
names using a decentralized naming system.

The goal of the current work is to develop a model that mainly operates on the concept of decentralization
while maintaining the data integrity and security. In recent times, blockchain based applications have
always proved to be secure and hence, are trusted by the users, making researchers more curious about the
blockchain technology. The methodology discussed in the paper eliminates all the problems involved in a
traditional centralized data sharing system, using the decentralized blockchain technology. The system aims
at developing a data (file) sharing app, AnonChain (Anonymous Chain) which is a IPFS integrated
blockchain-based system where the files can be shared securely and anonymously without the need for a
third party which is also tamper free and maintains a complete log of all the files shared giving users a sense
of trust, security and transparency. The contribution of this paper can be highlighted as:

e A blockchain based decentralized file storage application.

e An anonymous file sharing platform backed by the IPFS technique.

e There is no third party involvement in file storage or sharing.

o Provides a greater sense of trust among users as the application is secure and transparent.

The remainder of the paper is organized in three sections. The next section discusses about some prominent
literature on the blockchain and file sharing system. Section 3 discusses the methodology used and its
implementation in details. Finally, section 4 concludes the work with some directions for the future
improvement in the current work.

2. Literature Review

The roots of the blockchain technology lies in a paper released by Haber and Stornetta (1990), explaining
the importance of time-stamping a document (Haber and Stornetta, 1990). They introduced techniques
which made altering a document’s timestamp impossible i.e., a document cannot be back-dated or forward-
dated. One of the solutions proposed was to include bits of the previous document in the next document,
thereby linking both the documents cryptographically. The time-stamping concept has now become an
important aspect in the blockchain structure. Many believe that blockchain was originally created by
Nakamoto (2009). After creating the concept of blockchain, Satoshi also created a blockchain based
application called ‘Bitcoin’. He coined the term ‘electronic coin’ and defined it as a chain of digital
signatures which are cryptographically linked together. Bitcoin made it huge on the market and is still
considered as one of the best cryptocurrencies (Nakamoto, 2009). After the Bitcoin release, the blockchain
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technology became widely popular among researchers and in general, the public as well. Since, Satoshi was
the one who invented Blockchain and Bitcoin as well, people generally confuse both being effectively the
same thing, which is not the case. In the beginning era of blockchain application or usage the concentration
was on crytocurrency. Blockchain such as bitcoin (Crosby et al., 2016) and Ethereum (Wood, 2014) were
evolved as fundamental technologies of cryptocurrency. With the success of the security mechanism in
blockchain it slowing began finding applications in various fields such as biomedical and healthcare
(Ekblaw et al., 2016; Kuo et al., 2017), industries (Friedlmaier et al., 2018; Mohamed and Al-Jaroodi,
2019), manufacturing (Abeyratne and Monfared, 2016; Turgay, 2018), construction engineering (Wang et
al., 2017), supply chain management (Saberi et al., 2019; Das et al., 2021), voting systems (Kshetri and
Voas, 2018; Yu et al., 2018) to name a few. A very notable application worth mentioning is the use of
blockchain in the Industry 4.0 scenario. Various researchers have emphasized on the recognition if key role
players in sustainable manufacturing commonly known as enablers (Jamwal et al., 2021a). Similar
framework is also in need to achieve sustainability in both small and large scale industries (Jamwal et al.,
2021b) and also to study the impact of sustainable manufacturing that focuses on minimizing negative
environmental affect (Jamwal et al., 2021c). The impact of data sharing is unprecedented in such a case as
it has to be timely and trustworthy. Blockchain based application for data/ file sharing will prove to be boon
in this sector, which is further discussed in this paper.

Another major application of blockchain is in data sharing which this paper intends to explore. File sharing
is an inherent part of any organization and specifically if it needs to be shared across geographically far
locations, a more efficient and quick sharing mechanism was needed. Blockchain has become a new face
for such scenarios as it provides a more secure and robust way to share vital data. Some of the initial work
in this domain included more theoretical concepts. A system comprising of five different roles: storage
provider, data owner, user, miner and re-encryption proxy was proposed in (Cui et al., 2018). Each node in
the proposed system can play at least one role. In case of multiple roles, a node cannot be a storage provider
and a proxy at the same time. The data owner could upload the encrypted keys to the proxies and the
encrypted files to the storage providers. The blockchain included file reading and writing transactions for
verification of access control polices to manage user access. However, the paper lacked an implementation
of the same. A similar model with two components was proposed by (Zikratov et al., 2017): the user side
and the server side. The user side component was basically a web-based application where the user had
accessibility to handle the file. The server side dealt with session management including authentication.

More further researches in this domain led to the conception of a decentralized file storage system. A
blockchain based application which aims to secure academic research to prevent the leakage of vital
research work was proposed in (Rajalakshmi et al., 2018). Smart contracts and IPFS technology are
combined to make this application. But in this paper as well, the users have to go through a registration and
authentication process before they use the application. Since, the blockchain focuses on decentralization;
going through a registration and sign up system gives away some part of the user’s privacy i.e. the user can
not completely remain anonymous. FileShare is another decentralized application (dApp) which is based
on Ethereum. FileShare aims to share files and provide data provenance. It mainly uses Ethereum
blockchain (Smart contracts specifically) and IPFS for its functioning. But to use this application, one must
sign up and create an account for unique identification of users, hence, a third party is involved which the
users have to trust (Khatal et al., 2021).

In the above referenced papers, the involvement of a third party makes users question the security of the
shared information and the privacy of the user’s credentials. This is one of the major disadvantages of these
papers. Our aim is to give the users complete power over the application. Application oriented file sharing
systems have also been discussed in the literature. Since medical data sharing involves sharing a huge and
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varied amount of data, it is an ideal implementation of the data sharing platform. A medical data sharing
model using blockchain was proposed in (Chen et al., 2019a). Patients have multiple electronic medical
records nowadays for different hospitals. The application focuses to keep all the fragmented data of patients
in a single place so that multiple records for a patient are not created and the patient has control on the
records that s/he provides to the doctors. A similar medical data sharing platform was also presented in
(Chen et al., 2019b). The proposed storage and sharing scheme do not depend on any third-party and no
single party has absolute power to affect the processing. The paper described the permissions of three types
of transaction and introduced a service framework for sharing medical records to describe the process of
personal medical data management.

The use of IPFS in data storage system using blockchain is a revolutionizing concept. Some prominent
work in this field has been highlighted here. A blockchain-based solution and framework for document
sharing and version control to facilitate multi-user collaboration and track changes in a trusted, secure
environment was proposed by (Nizamuddin et al., 2019). The system proposed was decentralized and had
no involvement of a centralized trusted entity or third party. This solution was based on utilizing Ethereum
smart contracts to manage the data flow. The method made use of the benefits of IPFS (Inter Planetary File
System) to store documents on a decentralized file system and also automated interactions between multiple
actors. In IPFS based systems, the miners deposit the transaction data into the IPFS network and pack the
returned IPFS hash of the transaction into the block (Zheng et al., 2018). A similar work that addresses the
issues of blockchain while handling massive amount of data was presented in (Sari and Sipos, 2019; Vimal
and Srivatsa, 2019; Kumar et al., 2020). Most of the work referenced above make use of Ethereum for
implementation (Nizamuddin, 2018; Steichen et al., 2018).

The paper proposes a technique for decentralized file sharing by exploiting the features of the blockchain
and eliminate all the challenges mentioned in the preceding literature. The paper combines blockchain with
IPFS technology. Unlike Ethereum, in IPFS users do not have to register or create an account to start sharing
the files, thus making it anonymous. There is no sign-up process which means users can remain completely
anonymous while sharing the files on the network. Users also need not share their real credentials to upload
the files, thereby ensuring that none of the users can be traced over the internet. This helps in maintaining
the anonymity of the users. This also removes the third party involvement and their access to user data.
Hence, it offers the same features of the blockchain through a much simpler system.

3. Anonchain: The Proposed File Sharing Network Implementation

The proposed framework aims to provide a file sharing platform with the accessibility and security features
of a blockchain, integrated with the offline storage feature of IPFS. The system also complies to the other
features of blockchain like enhanced security, distributed ledger, decentralized technology and consensus
protocol to name a few. Unlike the client server model, there is no central authority controlling the
blockchain and the group of nodes forming the blockchain collectively maintain the network. A peer-to-
peer network is established between the nodes which follow the consensus protocol to make the right
decisions. An enhanced security is achieved in the blockchain using hashing and encryption techniques.
Every node in the blockchain’s peer-to-peer network also stores a copy of the complete encrypted
blockchain (distributed ledger of data). This distributed ledger is updated every time a file is uploaded to
the network to reflect any updates that occur, preventing any data loss in case any particular node’s data
gets corrupted, thereby, increasing the availability and immutability of the network. The interested readers
may refer to (Kim et al., 2018; Stephen and Alex, 2018; Kim, 2020; Subha, 2020) for further reading on
the same. The proposed model aims at providing a data (file) storage facility which is decentralized and
also keeps the user anonymous, hence the name AnonChain. The system basically consists of three main
modules: (i) Creating a blockchain; (ii) Uploading a file; (iii) Downloading a file (Figure 1).
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START

Run the

application
Home
Page

Disconnect from Connect to the
the blockchain blockchain

Upload a View the Download a
file blockchain file

Figure 1. Proposed workflow.

The blockchain creation requires creating blocks which stores all the shared information and is visualized
as a series of cryptographically linked blocks. Each block has a defined structure and changes in any one
block is reflected in the next one via hashing (Treiblmaier, 2020). One can view the complete blockchain
and all its blocks, but the information shared is encoded using a hashing algorithm. Using a robust
encryption algorithm ensures that only those authorized can view the decoded file contents. Files can be
uploaded by any user connected to the blockchain. The uploader decides on a secure file key, to restrict the
‘authorization of access’ so that only intended viewers can view the file. Files can further be downloaded
by any connected user on the blockchain. But if the user does not have the correct key, he would not be
able to see the correct file. He/She will see only gibberish. Only those with the correct key and the correct
hash of the shared file will be able to access it from the blockchain, making it extra secure. Both the uploader
and the receiver as well do not need to register or login for using the application making the users
completely anonymous. A detailed description of the workflow follows.

3.1 Creation of Blockchain in a Peer - to — Peer Network

In AnonChain App, as soon as the user opens the web app, he/she views the home page of the application.
This page gives a brief summary about the application’s working and the way it is supposed to be used by
the user. There is a ‘Connect to Blockchain’ button which allows the users to get connected to the
AnonChain’s peer-to-peer network so that they can start sharing the files anonymously. The main page of
the App is included in Figure 2. Figure 2(a) and 2(b) shows the homepage of the application (App)
developed.

3.1.1 Block Structure

The first block is then created which is called the genesis block (Bhadoria et al., 2020) and it has the
following structure (Figure 3):

» Block number: Simply displays the index number of the block. Block 0 refers to the genesis block.

» Timestamp: This field indicates as to when the block was created and added to the blockchain.

» Proof: Also called a nonce, it stands for “number only used once" which is a number added to a hashed

or encrypted block in a blockchain that, when rehashed, meets the difficulty level restrictions i.e by
varying the proof we can vary the hash generated so that a new block can be created.
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» Previous hash: This field represents the hash of the previous block. (Since, the genesis block is the first
block, there is no previous hash here). The hash of the entire block is generated using a hashing

algorithm.

» Sender: The person who uploads the file enters his identity proof or name when he uploads the file (not

applicable for genesis block).

» Receiver: Displays who the intended receiver of the file shall be (not applicable for genesis block).

» Hash of the file shared: The uploaded file is first encrypted with the file key given by the uploader
using an encryption mechanism and subsequently using a hashing algorithm when it is uploaded to IPFS.
The hash, then received from the IPFS after the encryption is the hash of the shared file which is added

to the block (not applicable for the genesis block).
Data Share

Data Share

o

Blockchain Based
File Sharing

R

About the Application

S

P

Apart from the blockchain, Data Share also uses the following technologies:

(a)
Figure 2. The homepage for the AnonChain app.

3.1.2 Creating the Peer - to - Peer Network

In order to create a peer to peer network (p2p) for the blockchain to function, all the connected nodes must
be in the same network. Only those users who are connected to the blockchain’s p2p network should have
access to the blockchain’s data (Vimal and Srivatsa, 2019). This p2p network is created using Socket
Programming. The blockchain created here is a permissioned blockchain which requires access to be a part
of the blockchain. This access is granted when a user clicks on ‘Connect to the blockchain’ displayed on
the home screen. Using socket programming, the list of connected nodes gets updated as soon as a new user
gets connected or disconnected to the network and the updated list is broadcasted to the entire p2p network
(Li et al., 2018). As soon as all the connected nodes get the updated list of the nodes in the network, the
consensus protocol works smoothly whenever a new block is added or the blockchain gets updated. Thus,
the peer to peer network works effectively. The consequent block structures are represented in Figure 4.
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Block o

Timestamp : 05 June 2020, 07:59:04 PM
Proof : 1

Previous hash : 0

Sender: N.A

Receiver : N.A

Shared file : N.A

Figure 3. Genesis block structure.

Block 1

Timestamp : 26 june 2020, 12:26:52 PM

Proof: 533

Previous hash : 8e90401411b802262f9d33b2f0db5f75431895347b0d204370639ca29¢1b2b62
Sender : qwerty

Receiver : asdfgh

Shared file : QmVZ3vYyanEYnpwT3iA3phkTXeEWAFqt3z9TUWKgoFcniR

Block 0

Timestamp : 26 June 2020, 12:25:03 PM
Proof: 1

Previous hash : 0

Sender : N.A

Receiver : N.A

Shared file : N.A

Figure 4. The blockchain structure.

A cryptographic hash algorithm is used to generate each block’s hash. Accordingly, this aids to uniquely
recognize each block in the entire blockchain. As soon as a block is created, it automatically creates a hash
and any changes made in the block would bring about a change in the calculated hash as well. Thus, any
changes made to the block can be easily detected using a hashing. The final element within the block is the
hash from the previous block. This creates a chain of blocks and is the main element behind blockchain’s
security. This hashing process makes the blockchain immutable and noneditable. A full copy of the system
is received by each new user (node) joining the system. On creation of s new block, it is sent to each node
in the blockchain. Each node then verifies the block and checks whether the information stated in it is
correct. The block is only added to the local blockchain in each node if it is ratified by all the nodes.

The SHA 256 Algorithm is used for creating the hashes (Martino and Cilardo, 2020). It is used to generate
a unique hash of the entire block that is in turn used by the corresponding blocks to form the chain (via the
previous hashes). IPFS as well, uses this algorithm to generate the hash of the shared file. The SHA-256
hashing algorithm is employed because of its many features like:
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o One-way: Once the hash is generated, we can not revert to the original data from the hash.

o Deterministic: For a particular input, the hash generated, always remains the same i.e. same input always
gives the same hash.

e Quick computation of the hash.
Avalanche-effect: Even a slight change in the input will bring about a large change in the final hash,
making it untraceable.

¢ Withstand collisions: There is a very rare chance that the hash generated for two different inputs will be
the same.

3.1.3 Integrating with IPFS

The blockchain created in this paper relies on IPFS for keeping it lightweight and scalable. If the files were
stored directly on the blockchain, it would render the blockchain very heavy and inefficient. Combining
IPFS and blockchain, enables us to access the IPFS’s power of decentralized storage and enhance the
blockchain’s security and accessibility (Nizamuddin et al., 2019; Singhal et al., 2020). Instead of storing
the file directly on the blockchain, the files are stored on the IPFS network while the blockchain stores only
the file’s hash. Each file will have a unique hash as IPFS employs the SHA-256 hashing algorithm. Thus,
the file is stored in a secure decentralized network and is easily accessible through the blockchain. The file
can be retrieved using its generated hash easily. Hence, IPFS eliminates the bottleneck of storing entire files
on the blockchain (Manoj and Krishnan, 2020).

3.2 Uploading a File

To upload a file using the proposed framework, the user has to navigate to the ‘Connect to the blockchain’
page after starting the application to get connected to the blockchain network. Consequently, clicking on
the ‘Upload a file’ section takes the user to an upload file page. Here the user fills in the necessary details
which are: (i) Sender Name; (ii) Receiver Name; (iii) File key; (iv) The file to be uploaded. The file key is
the uploader’s personal key and it is his/her responsibility to share it accordingly to the authorized people.
Both the file key and the file contents are fed to the AES encryption algorithm which converts it to an
encrypted version of the original file. Upon clicking the upload button, a request is sent to the IPFS network
for the file to be added in it. After the file is uploaded successfully, IPFS returns a unique hash (IPFS
internally uses SHA-256 hashing algorithm) of the file. Finally, the sender’s name, receiver’s name and the
file hash are added to the newly created block, which is subsequently added to the blockchain. The user can
view the new block added on the blockchain as soon as he/she clicks on the ‘View blockchain’ button. The
entire workflow in depicted in Figure 5 and the ‘Upload a file’ page is shown in Figure 6.

3.3 Downloading a File

Similarly, to download a file using the proposed framework, the user has to navigate to the ‘Connect to the
blockchain’ page after starting the application to get connected to the blockchain network. Consequently,
clicking on the ‘Download a file’ section takes the user to a ‘download file’ page (Figure 7). Here the user
has to fill the necessary details which are: (i) File hash; and (ii) File key. The intended recipient can
download the file using the uploader’s file key. Upon clicking the download button, a request is sent to the
IPFS network to retrieve the AES encrypted file from the IPFS network. Now the file key and the encrypted
file contents extracted from the IPFS network are fed to the AES encryption algorithm which yields the
decrypted original file. The user can view the blockchain by clicking on the ‘View blockchain’ button. The
entire workflow is depicted in Figure 8.
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Details

Sender Receiver File Key
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Input 1
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Figure 5. Workflow for uploading a file.
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uploaded

Input 2
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Encryption

File succesfully uploaded Welcome!
UPLOAD AFILE
DOWNLOAD AFILE
Sender :
Sender name Key *
Receiver :

Key shared by uploader
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Enter key :
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Your file key
File hash

Choose File no file selected
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Figure 6. Uploading a file page. Figure 7. Downloading a file page.

START Enter
Details

Submit request

to download a
file
File hash

Input 2
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Decryption
Original File

Figure 8. Workflow for downloading a file.

Input 1
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To test the application, several instances of AnonChain were run on the system locally at different ports,
which served as different and independent nodes. From these nodes, a connection to the blockchain network
was established and files were shared using file keys. Figure 9 simulates a state when two instances of the
application are running and also shows the blockchain as withessed by the two nodes when they initially
connect to the blockchain. Figure 9(a) shows the screen instance of the sender of the file or the user which
intends to share the file. Figure 9(b) shows the directory states of the receiver’s nodes after a file was
uploaded from the sender’s node and downloaded by the receiver’s node using the file key given by the
uploader in the first node. The blockchain gets updated in both the nodes after the subsequent file uploads.

Data Share Data Share

Upload file(s) Download file(s) Disconnect Upload file(s) Disconnect

(@)

(b)

Figure 9. Two nodes sharing a file.
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4. Conclusion

Blockchain can be set up to operate in a variety of ways, using different mechanisms to secure a consensus
on transactions, seen only by authorized users. Blockchain depends on scalability and does not work well
if the file size is too big, but when combined with IPFS, it could overcome this disadvantage and help
redefine the way we interact with information and identity. AnonChain thus, holds an enormous potential
in the future for application in various fields. This technology could not only save our time and money, but
it can also revolutionize many industries and provide more sustainable solutions to the manufacturing
industry for sustainability and growth. A limitation currently is that it runs on a local network but it can be
made to function on any public network with web hosting, thereby making it more scalable. Another
limitation is that, AnonChain currently accepts individual files (.txt, .png, .jpg, .jpeg, etc.) but it can be
updated to accept folders as well. As future initiatives, upon proper exploration, AnonChain could prove to
be a boon for other leading industries like digital advertising, cyber security, supply chain management,
networking and forecasting. It may also prove to be an advanced solution for sustainability issues in
Industry 4.0.
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