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Abstract 

Cloud computing enables cost-effective resource sharing in hybrid clouds to tackle the problem of insufficient resources by 

elastically scaling the service capability based on the users’ needs. However, task scheduling (TS) in cloud environments is 

challenging due to deadline-based performance and security constraints. To remove the existing drawbacks based on deadline 

and security constraints, a Security-Aware Deadline Constraint TS (SADCTS) approach is presented using a hybrid optimization 

algorithm of the Modified Flying Squirrel Genetic Chameleon Swarm Algorithm (MFSGCSA). The proposed MFSGCSA is 

developed by integrating the genetic operators into CSA and combining it with the modified Flying Squirrel Optimization (FSO) 

algorithm in which the position update and global search equations are enhanced by adaptive probability factor to reduce the 

local optimum problem. In this SADCTS approach, the task assignment process is modeled into an NP-hard problem concerning 

a multi-level security model using user authentication, integrity, and confidentiality. This maximizes tasks’ completion rate and 

decreases the resource costs to process tasks with different deadline limitations. The optimal schedule sequence is obtained by 

MFSGCSA, where tasks are scheduled concurrently based on security constraints, demand, and deadlines to improve the 

prominence of cost, energy, and makespan. Experiments are simulated using the CloudSim toolkit, and the comparative outcomes 

show that the suggested SADCTS approach reduced the makespan, cost, and energy by 5-20% more than the traditional methods. 

Thus, SADCTS provides less task violation of 0.0001%, high energy efficiency of 700GHz/W, high resource utilization of 92%, 

less cost efficiency of 72GHz/$, and less makespan of 480minutes to satisfy the necessary security and deadline requirements for 

TS in shared resource hybrid clouds. 

 

Keywords- Cloud computing, Hybrid clouds, Task scheduling, Security, Deadline constraint, Genetic chameleon swarm 

algorithm, Flying squirrel optimization. 

 

 

 

1. Introduction 
Cloud computing provides vast benefits, including pay-per-use, elastic resource provisioning, high 

dependability, easy availability, cost-effective scalability, dynamic customization, and high security 

(Khalil et al., 2014). It provides various resources, such as software, hardware, or virtual machines (VM). 

These resources offer high availability and flexibility to users preferring high-performance services. 

Although these provisional resources are considered unlimited to the users, they are limited in the real 

world. The ideal cloud system aims to adaptively share these resources based on the peak demands of the 

users with the utmost satisfaction of their requests (Aithal and Pai, 2017). However, the public and private 

clouds cannot meet such peak demands without resources. In such scenarios, most cloud systems perform 

one of the three solutions, namely 1) reject a few of the non-vital requests, mostly the reasonable requests, 

2) include different architecture to increase the resource pool, or 3) utilize cloud bursting to form a hybrid 
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of private and public clouds such that the resources can be elastically increased or decreased based on the 

requirements (Wang et al., 2020). In the first two options, the service providers are bound to lose their 

customers with non-vital requests or incur additional costs for infrastructure, which are not ideal for small 

organizations. Therefore, the third option of hybrid clouds seems to be the perfect solution for the ideal 

resource-sharing scenario. This solution increases the diversity of cloud applications and provides both 

open-source and commercial tools with adequate cloud-bursting properties (Wang et al., 2021). However, 

even hybrid clouds have their own set of limitations. The most important limitations are the inability to 

handle deadline-sensitive applications and high-security constraints. Therefore, the task execution must 

be optimized through optimal TS regarding makespan, cost, SLA violations, security, complexity, and 

energy consumption (Lavanya et al., 2020). 

 

TS algorithms must be developed considering various factors, including the user and service provider’s 

requirements. Security is regarded as the top priority for the applications, which are mostly owned and 

operated by enterprises (Zhu et al., 2021). Most existing TS methods utilized two-level security models. 

The reserved tasks with high-security requirements are performed in the private cloud, and open tasks 

with minimized requirements are accomplished in both cloud models. However, these models become 

ineffective in the real world as the security problem is not a two-level problem but a multi-dimensional 

problem (Meng et al., 2021). The security-required tasks are sometimes outsourced to the public cloud to 

optimize task execution. But this process might lead to resource overheads. Therefore, the security model 

must be multi-level and effective in all applications. In terms of performance, the other major constraint is 

handling the deadlines for tasks and services to ensure higher satisfaction for users. The deadline 

constraints are based on the tasks and sub-tasks in a workflow, cloud resource accessibility, and the 

processing capability of the system processors (Alworafi and Mallappa, 2018). Resource heterogeneity 

must be considered when designing the TS on shared VMs in hybrid clouds. In addition to the security 

requirements, these requirements make the TS process a multi-objective problem that must ensure 

minimized makespan, cost, SLA violation, etc. Since there are multiple objectives, the optimization of the 

task execution is often performed using metaheuristic models (Hosseinzadeh et al., 2020). Utilizing 

advanced metaheuristic algorithms to maximize task completion, minimize costs, and satisfy the 

deadlines and protection layers in hybrid clouds (Sofia and GaneshKumar, 2018). 

 

The main objective of this paper is to develop an efficient task scheduling model that incorporates 

security and reliability for allocating tasks to VMs with suitable resource sharing. The formation of a 

multi-objective hybrid optimization algorithm achieves this objective. This paper formulates the task 

assignment process in hybrid clouds as a multi-objective, non-linear encoding problem. Since this 

problem is NP-hard, an advanced scheduling scheme of SADCTS is proposed, which utilizes the hybrid 

optimization algorithm of MFSGCSA to minimize the multi-objective problem in polynomial time. This 

paper offers the following solutions: A) The Task assignment process on the hybrid clouds is formulated 

into a multi-objective non-linear encoding problem considering a multi-level protection scheme to 

maximize the task completion rate and cost minimization with effective handling of deadline and security 

constraints. B) To solve the multi-objective non-linear encoding problem using the SADCTS approach 

developed using hybrid MFSGCSA to optimize the task accomplishment in hybrid clouds. This proposed 

MFSGCSA is developed by incorporating the genetic operators into CSA and combining them with the 

global search-modified FSO. The optimal schedule sequence is obtained by MFSGCSA, where tasks are 

assigned based on security constraints, demand, and deadlines. C) Broad simulation tests are conducted 

with real-world trace data to examine the efficiency of the suggested SADCTS approach and equate the 

performance against the traditional schemes. The remainder of this paper is structured as follows: Section 

2 explains the recent related works. Section 3 illustrates the development of the proposed SADCTS 

approach for task scheduling in the cloud. Section 4 simulates the proposed model and discusses the 
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obtained results. Section 5 provides a conclusion of this paper and also suggests possible directions for 

future work. 

 

2. Related Works 
Different variants of popular optimization algorithms such as Genetic Algorithm (GA), Particle Swarm 

Optimization (PSO), Firefly Optimization, Artificial Bee Colony (ABC), Cuckoo Search Algorithm 

(CSA), Chaotic Quantum Whale Optimization Algorithm (CWOA) (Kiruthiga and Mary Vennila, 2019), 

Chaotic Quantum-Behaved Chicken Swarm Optimization (CQCSO) (Kiruthiga and Mary Vennila, 2021), 

Chaotic Darwinian Chicken Swarm Optimization (CDCSO) (Kiruthiga and Mary Vennila, 2020), etc. 

have been employed for cloud task assignment process. Most recent studies have experimented with 

different and advanced bio-inspired optimization algorithms for TS. 

 

Manikandan et al. (2022) presented a Modified Bee Algorithm (MBA) based Random Double Adaptive 

WOA (RDWOA) model for the task assignment process. In this model, the execution time and cost of the 

TS are reduced by introducing the hybrid MBA-RDWOA in which the mutation operator of MBA 

improves the WOA output. With faster convergence, this approach reduced the completion time, 

computation cost, and execution time for large scheduling problems. Nabi et al. (2022) recommended an 

Adaptive PSO (AdPSO)-based TS approach in which the standard PSO is fine-tuned by introducing 

Linearly Descending and Adaptive Inertia Weight (LDAIW). This AdPSO algorithm reduced the TS time 

by 10% and increased the throughput and Average Resource Utilization Ratio (ARUR) by 12% and 60%, 

respectively. Yet, this model has a high response time, causing poor performance for delay-sensitive 

applications. Panda et al. (2022) offered a pair-based TS algorithm that utilized the Hungarian algorithm 

(HA) for fast convergence and reduced response and execution times. However, this model did not 

consider network usage while scheduling and has scalability issues. Kandan et al. (2022) proposed a 

Quasi-Oppositional Aquila Optimizer-based TS (QOAO-TS) approach. It integrates quasi-oppositional 

learning with the Aquila optimization algorithm to reduce the makespan and increase the throughput and 

exploitation ratio of the tasks. Abualigah and Alkhrabsheh (2022) developed a Multi-Verse Optimizer 

with GA to form the MVO-GA algorithm to improve the cloud’s speed, capacity, task size, and 

throughput properties TS. This model reduced the task transfer time by 15% and minimized execution 

time through fast convergence. Ajitha and Indra (2022) offered Fisher linear discriminant and discrete 

global swarm-based TS (FLD-DGSTS) methods. This hybrid optimization function considers the CPU 

cycles, RAM, energy, and bandwidth to optimize the TS problem and reduce the makespan, energy, and 

memory constraints. 

 

Bezdan et al. (2022) developed Multi-objective TS using hybridized Bat Algorithm-ABC exploitation 

quasi-reflection learning (BAAEQRL). This model utilized the QRL to improve the exploitation based on 

the modified search solutions by the ABC algorithm. This model reduced the cost by 3-5% and makespan 

by 1-5%. However, this model does not suit the deadline constraint applications. Zhang et al. (2022) 

proposed an interval many-objective evolutionary algorithm (InMaOEA) with an interval reliability 

policy, hyper-volume, and overlap degree to improve convergence and population diversity. This 

algorithm reduced uncertainty problems, makespan, and scheduling costs while improving the load 

balance and task accomplishment ratio by 12%. Abdullahi et al. (2023) suggested constrained multi-

objective adaptive benefit factors based on symbiotic organisms search (CMABFSOS) for constrained 

TS. The SOS control parameters are adaptively tuned, and an adaptive constrained handling strategy 

reduces premature convergence. This CMABFSOS model reduced workloads by 17-48% and 

performance improvement by 20-50%. Attiya et al. (2022) developed a DJSD TS method using a 

Dynamic Jellyfish Search Algorithm (DJSA) based on Simulated Annealing (SA) and Disruption factors 

for better convergence. In this approach, the SA was used to enhance the exploration phase, and the 
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disruption operator was used to boost the diversity of solutions in the exploitation phase to avoid the local 

optima problem. This approach reduced the makespan and energy consumption by 3-6%. Zubair et al. 

(2022) introduced Geometric Mean based improved Symbiotic Organisms Search Algorithm (G-SOS) for 

heterogeneous TS to minimize the makespan by 1-25%, cost by 10-31%, and response time by 8-42%. 

However, this model has a trade-off in deadline-constraint applications such that the cost increases when 

the makespan is smaller. Mangalampalli et al. (2022) proposed Cat Swarm Optimization Algorithm-based 

TS with makespan, energy, total power cost, and migration time as parameters. Implemented using NASA 

and HPC2N workloads, this model reduced makespan by 10-27%, energy consumption by 12-31%, total 

power cost by 31-39%, and migration time by 14-34%. 

 

Fu et al. (2023) developed a TS model using a hybrid PSO and genetic algorithm to form PSO_PGA. This 

hybrid model enhanced the PSO population by using the phagocytosis mechanism and crossover mutation 

of genetic algorithm to improve the search capabilities and apply the PSO update functions to adaptively 

allocate the tasks to the VMs. Saravanan et al. (2023) developed Improved wild horse optimization with a 

levy flight (IWHOLF) algorithm for TS to address the problems of lengthy scheduling time, higher 

computation costs, and higher loads. This model reduced the makespan by 2%, energy by 8%, and cost by 

12%. Behera and Sobhanayak (2024) proposed a hybrid GA-Grey Wolf Optimization Algorithm (GWO) 

approach for TS in which the crossover and mutation operators of GA are used to improve the 

convergence of GWO. Compared to standard GWO, GA, and PSO algorithms, this model reduced the 

makespan by 19%, 21%, and 15% and energy by 17%, 19%, and 23%. However, this model increased the 

computation complexity for deadline-sensitive tasks. From the studies in the literature, it is clear that the 

metaheuristic optimization algorithms-based schedulers have greater advantages, which is evident from 

the numerous studies that utilize them compared to the traditional TS algorithms. The major finding from 

the literature is that the task scheduling methods have prioritized energy and other resource utilization 

while neglecting the deadline constraints, which are very critical in deadline-sensitive applications. This 

ignorance has raised reliability issues. Therefore, this paper considers these two problems and develops an 

efficient SADCTS approach using the novel hybrid model of MFSGCSA for reducing the makespan, 

cost, and energy consumption with increased security and reliability. The MFSGCSA combines the 

strengths of the Flying Squirrel Search Algorithm, Genetic Algorithms, and Chameleon Swarm 

Algorithm to enhance optimization performance. Compared to other standard optimization algorithms 

such as GA, PSO, ACO, WOA, CS, ABC, etc., this proposed MFSGCSA is robust and flexible, which 

effectively balances exploration and exploitation throughout the search process and improves the 

scalability and convergence speed with efficient prevention of premature convergence and ensuring better 

global search capabilities.  

 

3. Methods 
The proposed SADCTS approach has been developed by utilizing a hybrid optimization algorithm of 

MFSGCSA. The model is implemented on a hybrid cloud framework with independent tasks. The tasks 

include workflows, parallel rendering, and software testing tasks, as they are prevalent in large numbers 

in parallel and distributed systems. Figure 1 shows the overall structure of the proposed SADCTS 

approach. 
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Figure 1. Proposed methodology. 

 

 

3.1 Hybrid Cloud and Multi-Level Security Model 
The hybrid cloud model comprises a private and a public cloud, consisting of multiple public clouds 

combined into a big public cloud for executing independent tasks with effective resource provisioning. 

Figure 2 shows the implementation environment of the hybrid cloud model for performing the proposed 

TS method. 

 

 
 

Figure 2. Hybrid cloud model. 
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There are P servers in the private cloud to execute the input tasks, where each 𝑝𝑗(𝑗 ∈ [1, 𝑃]) server 

contains 𝑐𝑗 cores with a great computing capacity 𝑔𝑗 (in terms of MIPS). Apart from the private cloud, the 

public cloud offers V VM types, each with 𝑐𝑣𝑚𝑘
 cores with a computing capacity 𝑔𝑣𝑚𝑘

. The cost per unit 

time of the VM requests with 𝑣𝑚𝑘 type is 𝑈𝑘. The private cloud selects suitable VM instances for rent 

whenever there is a shortage of resources to match the user task requirements (Ajitha and Indra, 2022). 

 

The task execution model considers all T tasks (𝑡𝑖, 𝑖 ∈ [1, 𝑇]) with size 𝑠𝑖 based on the server units and 

consumes 𝑠𝑖/𝑔 time to complete the task allocated to the core with computing capability 𝑔. If a task 𝑡𝑖 is 

assigned, the data size is determined as 𝑖𝑛𝑖 and 𝑜𝑢𝑡𝑖, while the deadline is represented as 𝑑𝑖. It is assumed 

that the deadline is without loss of generality, i.e. 𝑑1 ≤ 𝑑2 ≤ ⋯ ≤ 𝑑𝑇. The input and output data are 

assumed to be stored in a distributed file system (DFS) on the private cloud. The 𝑝𝑗 server bandwidth for 

reading and writing data is represented as 𝑟𝑗 and 𝑤𝑗. When a task 𝑡𝑖 is assigned to 𝑝𝑗, the input and output 

data consumed 𝑖𝑛𝑖/𝑟𝑗 and 𝑜𝑢𝑡𝑖/𝑤𝑗 time, the completion time of the task 𝑡𝑖 is given as, 

𝜏𝑖,𝑗 =
𝑖𝑛𝑖

𝑟𝑗
+

𝑠𝑖

𝑔𝑗
+

𝑜𝑢𝑡𝑖

𝑤𝑗
                                                                                                                                    (1) 

 

The information handover bandwidth among the public and private clouds is 𝑏𝑤, then the input and 

output data without security requirements will consume 𝑖𝑛𝑖/𝑏𝑤 and 𝑜𝑢𝑡𝑖/𝑏𝑤 time. The time to complete 

𝑡𝑖 devoid of security necessities on a VM will be, 

𝜏𝑖,𝑣𝑚𝑘
=

𝑖𝑛𝑖+𝑜𝑢𝑡𝑖

𝑏𝑤
+

𝑠𝑖

𝑔𝑣𝑚𝑘

                                                                                                                              (2) 

 

For a task 𝑡𝑖, the protection layer values [0, 1] to describe the minimum-security necessities in three traits: 

user authentication, integrity, and confidentiality. Allocating a task to the private cloud, there is no 

additional security process since they already provide the maximum level of security. When a task is 

farmed out to the public cloud, the necessary security technologies are employed to increase the low-level 

security of the public cloud. 

 

For tasks 𝑡𝑖 having protection layer requirements 𝑠𝑙𝑖,𝛼 for validation, a user authentication method is 

applied to ensure high security, i.e. 

𝑠𝑙𝑖,𝛼 ≤ 𝑠𝑙𝑎𝑖
𝛼                                                                                                                                                    (3) 

 

Here, 𝑠𝑙𝑎𝑖
𝛼  denotes the confidence delivered by the 𝑎𝑖 validation system (𝑎𝑖 ∈ {0,1,… . . , 𝐴}, 𝐴 = 3). It is 

anticipated that without generalization cost, the overhead 𝑜𝑎𝑖−1
𝛼 < 𝑜𝑎𝑖

𝛼 , ∀𝑎𝑖 ∈ {0,1,… . . , 𝐴}, where 𝑜𝑎𝑖
𝛼  

denotes the overhead of 𝑎𝑖. Thus, 𝑎𝑖 satisfies the protection layers with reduced overhead for tasks 𝑡𝑖 
subject to the conditions, 

𝑠𝑙𝑎𝑖−1
𝛼 < 𝑠𝑙𝑖,𝛼 ≤ 𝑠𝑙𝑎𝑖

𝛼                                                                                                                                     (4) 

 

This system has a static overhead when it is performed for an outsourced 𝑡𝑖, and it increases the execution 

time, 

𝜏𝑖,𝑣𝑚𝑘
(𝑎𝑖, . , . ) = 𝑜𝑎𝑖

𝛼 + 𝜏𝑖,𝑣𝑚𝑘
                                                                                                                      (5) 

 

Here, 𝜏𝑖,𝑣𝑚𝑘
(𝑎𝑖, . , . ) denotes the time to complete the outsourced 𝑡𝑖 assigned to the VM in the public 

cloud by using the 𝑎𝑖 authentication method that ensures protection layer requirements only in user 

verification. 
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Once the authentication is done, the input data demanded for the job is transmitted from the private to the 

public cloud. After completion, the results are forwarded to the storage unit. In this stage, a simple but 

effective cryptographic algorithm must be utilized to prevent malicious attacks so that the data and 

resources are not shared with unauthorized users or applications to improve the protection layer 

necessities for information privacy 𝑠𝑙𝑖,𝛽 with minimum overhead. 

𝑠𝑙𝑏𝑖−1
𝛽

< 𝑠𝑙𝑖,𝛽 ≤ 𝑠𝑙𝑏𝑖

𝛽
                                                                                                                                    (6) 

 

Here, 𝑠𝑙𝑏𝑖

𝛽
 denotes the protection layer delivered by 𝑏𝑖 cryptographic procedure (𝑏𝑖 ∈ {0,1,… . . , 𝐵}). 

Therefore, the time to complete the outsourced 𝑡𝑖 will be, 

𝜏𝑖,𝑣𝑚𝑘
(. , 𝑏𝑖, . ) = 𝑜𝑏𝑖

𝛽
. (𝑖𝑛𝑖 + 𝑜𝑢𝑡𝑖) + 𝜏𝑖,𝑣𝑚𝑘

                                                                                                (7) 

 

Here, 𝜏𝑖,𝑣𝑚𝑘
(. , 𝑏𝑖, . ) denotes the time to complete the outsourced 𝑡𝑖 using 𝑏𝑖, a cryptographic algorithm 

that ensures protection layer requirements only in information privacy and 𝑜𝑏𝑖

𝛽
 denotes the interval 

overhead of 𝑏𝑖 cryptographic procedure per information. Once the private cloud obtains the output data 

from the public cloud, the information reliability is tested to avoid attacks, which can be accomplished by 

using hash functions. The tasks’ protection layer required for the data integrity is given as 𝑠𝑙𝑖,𝜀 and is 

satisfied by the 𝑒𝑖, a hash function that affords a protection layer of 𝑠𝑙𝑒𝑖
𝜀  (𝑒𝑖 ∈ {0,1,… . . , Γ} subject to  

𝑠𝑙𝑒𝑖−1
𝜀 < 𝑠𝑙𝑖,𝜀 ≤ 𝑠𝑙𝑒𝑖

𝜀                                                                                                                                      (8) 

 

The time to complete the task 𝑡𝑖 devising only the data reliability protection layer by the 𝑒𝑖 hash function 

is given as, 

𝜏𝑖,𝑣𝑚𝑘
(.  , . , 𝑒𝑖) = 𝑜𝑒𝑖

𝜀 . 𝑜𝑢𝑡𝑖 + 𝜏𝑖,𝑣𝑚𝑘
                                                                                                             (9) 

 

Here, 𝜏𝑖,𝑣𝑚𝑘
(.  , . , 𝑒𝑖) denotes the time to complete the 𝑡𝑖 using the 𝑒𝑖 hash function that ensures protection 

layer necessities only in data reliability and 𝑜𝑒𝑖
𝜀  denotes the time overhead of 𝑒𝑖 hash function per data. 

Considering such characteristics, the time taken to complete the 𝑡𝑖 task execution with protection layer 

necessities in consumer validation, information privacy, and data reliability is given by, 

𝜏𝑖,𝑣𝑚𝑘
(𝑎𝑖 , 𝑏𝑖, 𝑒𝑖) = 𝑜𝑎𝑖

𝛼 + 𝑜𝑏𝑖

𝛽
. (𝑖𝑛𝑖 + 𝑜𝑢𝑡𝑖) + 𝑜𝑒𝑖

𝜀 . 𝑜𝑢𝑡𝑖 + 𝜏𝑖,𝑣𝑚𝑘
                                                              (10) 

 

Here, 𝜏𝑖,𝑣𝑚𝑘
(𝑎𝑖 , 𝑏𝑖, 𝑒𝑖) denotes the time to complete the 𝑡𝑖 having protection layer requirements by 𝑎𝑖 an 

authentication method, 𝑏𝑖 cryptographic algorithm and 𝑒𝑖 hash function. 

 

3.2 Problem Formulation and MFSGCSA Modeling for SADCTS 
The scheduling problem is based on two major constraints: full task completion and minimum cost for 

filling the target and safety requirements. The multi-objective fitness utility is formulated as, 

Maximizing ∑ (∑ ∑ 𝑥𝑖,𝑗,𝑙
𝑐𝑗

𝑙=1
𝑝
𝑗=1 + ∑ ∑ ∑ 𝑦𝑖,𝑘,𝑚,𝑙

𝑐𝑣𝑚𝑘
𝑙=1

𝑛𝑘
𝑚=1

𝑉
𝑘=1 )𝑇

𝑖=1 , 

Minimizing ∑ ∑ 𝐶𝑜𝑠𝑡𝑘,𝑚 + 𝐶𝑜𝑠𝑡𝑏𝑤
𝑛𝑘
𝑚=1

𝑉
𝑘=1                                                                                               (11) 

 

Here, 𝑥𝑖,𝑗,𝑙 and 𝑦𝑖,𝑘,𝑚,𝑙 denotes whether the task execution of 𝑡𝑖 is carried out in the core 𝑙 of the server 𝑝𝑗 

and core 𝑙 of m instance of the VM type 𝑣𝑚𝑘, respectively. 𝐶𝑜𝑠𝑡𝑘,𝑚 and 𝐶𝑜𝑠𝑡𝑏𝑤 denotes the cost for 

leasing data m of the VM category 𝑣𝑚𝑘 and the cost of system resources for completing outsourced tasks, 

respectively. Makespan is the maximum of all task completion time, and energy is the power depletion for 

a task on a VM based on the completion time. 𝑀𝑎𝑘𝑒𝑠𝑝𝑎𝑛 = 𝑚𝑎𝑥(𝐶𝑇𝑖𝑗) and 𝐸𝑖𝑗 = 𝑃(𝑈𝑖𝑗) × 𝐶𝑇𝑖𝑗. Here 
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𝐶𝑇𝑖𝑗 is the completion time, 𝑈1 denotes the minimum range of CPU utilization U, and 𝑈2 denotes the 

maximum range of CPU utilization U. 

 

The MFSGCSA utilizes Equation (11) to formulate the solution for the TS challenge. MFSGCSA is 

formed by merging the Modified Flying Squirrel Optimization (MFSO) and Genetic Chameleon Swarm 

Algorithm (GCSA) algorithms. The FSO algorithm is based on two motions of the flying squirrels in their 

ultimate goal of food search and predator avoidance (Azizyan et al., 2019). The two motions of random 

walking on the grounds and gliding based on Levy flights for aerial movements are considered. In this 

algorithm, the global search process is enhanced by adding an adaptive probability of the predator to 

reduce the local optima convergence. First, the squirrel population is initialized in MFSO, and the random 

walk process is applied, consisting of many sequential, random steps. Mathematically, 𝑆𝑁 forms a random 

walk in N dimensions with 𝑆𝑁 denoting the sum of each sequential, random step 𝑋𝑖. The random walk is 

given as, 

𝑆𝑁 = ∑ 𝑋𝑖 = 𝑋1 + 𝑋2 + ⋯+ 𝑋𝑁
𝑁
𝑖=1                                                                                                          (12) 

 

Here 𝑋𝑖 denote the random steps obtained from an arbitrary distribution, and this association is rewritten 

as a recursive equation, 

𝑆𝑁 = ∑ 𝑋𝑖 + 𝑋𝑁
𝑁−1
𝑖=1 = 𝑆𝑁−1 + 𝑋𝑁                                                                                                            (13) 

 

Here, 𝑆𝑁 becomes the next state entirely dependent on the current state 𝑆𝑁−1 while 𝑋𝑁 denoting the 

motion from the present state to the subsequent state. The step size can be either fixed or varied in this 

random walk. This study determines this step size by Normal distribution and converts the random walk 

into the Brownian motion.  

 

A semi-sigmoid function called Sigma Reduction Factor (SRF) has been used in the FSO to increase the 

accuracy of the random phase search operations. SRF is deliberated as a factor of standard deviations of 

the motion steps, which induces a decrease in the standard deviation of the flying squirrels’ motion at 

each iteration. In this equation, the global search process is enhanced by adding an adaptive probability of 

the predator that can dynamically vary based on the iterations, which is denoted as, 

𝑃𝑎𝑑𝑎𝑝 = (𝑃𝑑𝑚𝑎𝑥 − 𝑃𝑑𝑚𝑖𝑛) × (1 −
𝑡

𝑇
)
2
+ 𝑃𝑑𝑚𝑖𝑛                                                                                      (14) 

 

Here, 𝑃𝑑𝑚𝑎𝑥 and 𝑃𝑑𝑚𝑖𝑛 are the maximum and minimum probability of predators in the trajectory, 𝑡 

denotes the iterations, and 𝑇 denotes the maximum iterations. The inverted sigmoid function can be used 

for SRF computation. 

𝑆𝑅𝐹𝑡 = √(− ln (1 −
1

√𝑡
))

2
+ 𝑃𝑎𝑑𝑎𝑝                                                                                                         (15) 

 

Similar to performing the random walk for ground motion, the second movement of the Levy flight is 

used for the flight motion of the squirrels. The flying squirrels do not fly like birds but use their bodies for 

paragliding and float in the air to reach the next tree. The angle of the glide and the size of the squirrels 

play a significant role in achieving optimal glide. 

 

When implementing this algorithm, a symmetric Levy stable distribution must be used to obtain the bi-

directional steps, which can be positive or negative. In this case, a random variable U and its probability 

distribution are stable only when a linear combination of the variables possesses the same distribution. 

The step size of such distribution can be estimated as, 
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𝑠 =
𝑢

|𝑣|1/𝛽                                                                                                                                                    (16) 

 

Here, 𝑢 and 𝑣 are the variables obtained from the normal distribution and are expressed as, 

𝑢~𝑁(0, 𝜎𝑢
2), 𝑣~𝑁(0, 𝜎𝑣

2)                                                                                                                          (17) 

 

Here, 𝜎𝑢
2 and 𝜎𝑣

2 are the variance of 𝑢 and 𝑣. After applying the MFSO to select the initial best solutions 

for scheduling the tasks, the GCSA algorithm is applied to validate the selected solution. GCSA is 

developed by integrating the mutation and crossover operations of the genetic algorithm into the 

Chameleon swarms (Braik, 2021). Initially, the swarm population is determined along with the initial 

positions and the bounds of the d-dimensional exploration region with all chameleons signifying a 

candidate solution denoted as a two-dimensional matrix 𝑦 of size 𝑛 × 𝑑. Then, two individuals are 

selected randomly as parents, and the two-point crossover operation is applied. The resulting offspring are 

improvised using a 20% mutation process. These two processes increase the quality of the solutions, and 

these new solutions are added to the archive for the optimization problem. A trajectory can represent the 

position of the i-th chameleon at t iterations. 

𝑦𝑡
𝑖 = [𝑦𝑡,1

𝑖 , 𝑦𝑡,2
𝑖 , … , 𝑦𝑡,𝑑

𝑖 ];    𝑖 = 1,2,… , 𝑛                                                                                                    (18) 

 

Here, t denotes the current iteration, 𝑑 denotes the dimension, and 𝑦𝑡,𝑑
𝑖  denotes the location of the i-th 

chameleon at the d-th aspect. The preliminary population is computed as, 

𝑦𝑖 = 𝑙𝑗 + 𝑟 × (𝑢𝑗 − 𝑙𝑗)                                                                                                                              (19) 

 

Here, 𝑦𝑖 denotes the primary trajectory of the i-th chameleon, 𝑙𝑗 and 𝑢𝑗 represents the minor and major 

bounds of the exploration region in the j-th dimension, and r is a homogeneously formed arbitrary integer 

𝑟 ∈ [0,1]. 
 

While the positions of chameleons and the velocity of their tongues are interrelated, the random positions 

are defined with rotating coordinates to match their eye orientations. Therefore, the positions are updated 

as per the orientation. 

𝑦𝑡+1
𝑖 = 𝑦𝑟𝑡

𝑖 + 𝑦̅𝑡
𝑖                                                                                                                                        (20) 

 

Here, 𝑦𝑡+1
𝑖  indicates the recent location of the chameleon after the orientation, 𝑦̅𝑡

𝑖 defines the focal point 

of the present location of the chameleon before the orientation and 𝑦𝑟𝑡
𝑖 symbolizes the orientation 

concentrated coordinates in the exploration region given by, 

𝑦𝑟𝑡
𝑖 = 𝑟𝑚 × 𝑦𝑐𝑡

𝑖                                                                                                                                         (21) 

 

Here, 𝑟𝑚 = 𝑅(𝜃, 𝑉⃗ 𝑧1⃗⃗  ⃗, 𝑧2⃗⃗  ⃗) denotes the orientation matrix with 𝑧1⃗⃗  ⃗ and 𝑧2⃗⃗  ⃗ representing the two orthonormal 

trajectories of size 𝑑 × 1, 𝑅 denotes the orientation matrices in the corresponding axes, 𝑉⃗  denotes the 

position gyrating trajectories, 𝑟 × 𝑠𝑔𝑛(𝑟𝑎𝑛𝑑 − 0.5) × 180° represents the orientation angle of an 𝑟 

arbitrary chameleon and 𝑠𝑔𝑛(𝑟𝑎𝑛𝑑 − 0.5) is the direction of orientation, which is ±1, and 𝑦𝑐𝑡
𝑖 denotes 

the center coordinates at iteration t. 

𝑦𝑐𝑡
𝑖 = 𝑦𝑡

𝑖 − 𝑦̅𝑡
𝑖                                                                                                                                            (22) 

 

The behavior of the chameleon can be modeled using the position updating process as given below. 

𝑦𝑡+1
𝑖,𝑗

= {
𝑦𝑡

𝑖,𝑗
+ 𝑝1(𝑃𝑡

𝑖,𝑗
− 𝐺𝑡

𝑗
)𝑟2 + 𝑝2(𝐺𝑡

𝑗
− 𝑦𝑡

𝑖,𝑗
)𝑟1            𝑟𝑖 ≥ 𝑃𝑝

𝑦𝑡
𝑖,𝑗

+ 𝜒((𝑢𝑗 − 𝑙𝑗)𝑟3 + 𝑙𝑏
𝑗
)𝑠𝑔𝑛(𝑟𝑎𝑛𝑑 − 0.5)           𝑟𝑖 < 𝑃𝑝

                                                         (23) 
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Here, 𝑦𝑡+1
𝑖,𝑗

 denotes the recent location of the i-th chameleon in the (t + 1) iteration step, 𝑦𝑡
𝑖,𝑗

 denotes the 

present location at the t iteration step, 𝑃𝑡
𝑖,𝑗

 denotes the best position obtained till now by i in the jth facet 

at iteration loop t, 𝐺𝑡
𝑗
 denotes the global best position obtained till now by any chameleon in the t-th 

iteration, 𝑝1 and 𝑝2 are two positive integers for controlling the exploration ability, 𝑟1, 𝑟2, 𝑟3 ∈ 𝑟𝑖 are 

uniform random numbers between [0, 1], 𝑃𝑝 denotes the likelihood of the chameleon identifying target, 

computed as 0.1 in this work and 𝜒 refers to the utility of iterations that decreased with increasing 

iterations and is employed to minimize the convergence speed and improvise the search characteristics. It 

is shown in the following equation. 

𝜒 = 𝜙𝑒
(−

Αt

T
)
Β

                                                                                                                                             (24) 

 

Here, 𝜙, Α, Β are the three constant integers used to regulate the search process, and (𝑡, 𝑇) denotes the 

current and maximum iterations. Based on the position updating equation, the speed of the chameleon’s 

tongue can be modeled as, 

𝑣𝑡+1
𝑖,𝑗

= 𝜔𝑣𝑡
𝑖,𝑗

+ 𝑐1(𝐺𝑡
𝑗
− 𝑦𝑡

𝑖,𝑗
)𝑟2 + 𝑐2(𝑃𝑡

𝑖,𝑗
− 𝑦𝑡

𝑖,𝑗
)𝑟1                                                                                (25) 

 

Here, 𝑣𝑡+1
𝑖,𝑗

 represents the updated velocity of the i-th chameleon in the (t + 1) iteration step, 𝑣𝑡
𝑖,𝑗

 denotes 

the current velocity of an i-th chameleon at the t iteration step, 𝑐1 and 𝑐2 are two positive integers for 

controlling the influence of 𝑃𝑡
𝑖,𝑗

 and 𝐺𝑡
𝑗
 on falling the chameleon’s tongue, and 𝜔 refers to the inertia 

weight, which decreases linearly and is given as, 

𝜔 = (1 − 𝑡/𝑇)
𝜌√(

𝑡

𝑇
)
                                                                                                                                  (26) 

 

Here, 𝜌 denotes a positive integer to control search volume and is mostly equal to 1. This inertia weight 𝜔 

improves the convergence of GCSA, and the point of the chameleon’s tongue, when moved en route to 

the target, becomes the chameleon’s location. 

𝑦𝑡+1
𝑖,𝑗

= 𝑦𝑡
𝑖,𝑗

+
((𝑣𝑡

𝑖,𝑗
)
2
−(𝑣𝑡−1

𝑖,𝑗
)
2
)

2𝑎
                                                                                                                    (27) 

 

Here, 𝑣𝑡−1
𝑖,𝑗

 represents the previous speed of the i-th chameleon in the (t + 1) iteration step, and 𝑎 denotes 

the acceleration ratio of the chameleon’s tongue projection given as, 

𝑎 = 2590 × (1 − 𝑒−log(𝑡))                                                                                                                       (28) 

 

Here, the value of 𝑎 enhances steadily towards the utmost value of 2,590m/s. Equations (23), (25) and 

(27) are the main equations to simulate the GCSA. Once GCSA returns the solutions, they are validated 

and returned as the final solutions by the MFSGCSA algorithm. The complexity of this model is given as 

𝑂(2𝐷.𝑁. 𝑇) where N – population size, D - dimension number, and T - maximum iteration. The overall 

process of the proposed SADCTS approach using MFSGCSA is presented in Algorithm 1. 

 

Algorithm 1: MFSGCSA-based SADCTS Approach 

Begin 

Initialize the servers, VMs, input tasks, and other cloud parameters 

Initialize flying squirrels and chameleons 

Apply protection layer based on three aspects 

Set initial candidates’ solution set 

Set iteration t=0 
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Compute multiple objectives 

Formulate the objective function using Equation (11) 

Calculating the core with high objective values (private cloud) 

Renting the VMs with the maximal security and earliest deadline satisfaction (public cloud) 

For each squirrel 

Initiate the random walk of MFSO using Equations (12), (13) 

Compute SRF using Equation (15) with an adaptive probability of the predator 

Update the location of each squirrel toward the local best 

Reassign the squirrels 

Perform Levy flight motion 

Change the step size 

Follow the normal distribution of the solutions 

Update the minimum seasonal movement parameter 

Update the location of each squirrel toward the global best 

End for 

Return global best solution 

Assign the global best solutions to the GCSA 

Initialize the position, search space, and dimensions 

Select two solutions randomly 

Apply two-point crossover and 20% mutation to enhance the solutions 

Set the initial position, velocity, and orientation coordinates of the tongue using Equations (18) and (19) 

For each chameleon in the new set 

 Compute the fitness using Equation (11) 

 Update the position using Equation (23) 

Define 𝜒, 𝜔, and 𝑎 using Equations (24), (26), and (28) 

 Appraise the speed of the chameleon’s tongue by Equation (25) 

 Appraise the location with 𝜒, 𝜔, and 𝑎 using Equation (27) 

End for 

Return global best 𝐺𝑡
𝑗
 

Assign the tasks based on 𝐺𝑡
𝑗
 

End 

 

4. Results 
The proposed SADCTS-based TS approach is assessed through extensive simulation trials using the 

CloudSim 3.0.3 simulator. The experiments are conducted over the independent tasks obtained from the 

University of Luxemburg Gaia log in Parallel Workloads Archive (Meng et al., 2021). The workload 

traces contain simple tasks with information that can be executed on 2GHz cores. The tasks with the 

negatively used memory are removed; hence, the final dataset contains about 49000 tasks. The trials are 

conducted on an Intel ® core i7 processor with a 2GHz frequency CPU, 8GB RAM, and Windows 10 

operating system using Eclipse IDE with JDK 1.8. The read/write IO bandwidths are assigned as 7 and 6 

GB/s. Parameter settings are given in Table 1. 

 

The existing methods, namely MBA-RDWOA (Manikandan et al., 2022), QOAO-TS (Kandan et al., 

2022), MVO-GA (Abualigah and Alkhrabsheh, 2022), BAAEQRL (Bezdan et al., 2022), and G-SOS 

(Zubair et al., 2022) implemented in the same environment, and the outcomes are equated with the 

performance of the suggested SADCTS approach. The performance is compared in terms of task 

violation, resource utilization, energy efficiency, cost, and makespan. Figure 3 displays the task violation 
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of the suggested SADCTS approach against the existing methods, with a) denoting the violation in 

numbers and b) denoting the violation in size. 

 
Table 1. CloudSim parameter settings. 

 

Entity type Parameter Value 

Data centers 

Count 2 

Type Heterogeneous 

Link delay (milliseconds) 10-100 

Bandwidth (Gbps) 2-10 

Host 

Hosts count 300 

Cores 2-8 

Host RAM (MB) 8192 

Host Storage (MB) 2000000 

Host bandwidth (bps) 20000 

VM 

VMs count 50-500 

CPU (MIPS) 5000-50000 

RAM (MB) 1024 

Bandwidth (bps) 2000 

Cores per VM 2 

Task 

Tasks count 49000 

Length (MI) 250-2500 

Size 250-800 

Iterations 20-100 

 

 

Figure 3 shows that both in terms of the number and size, the task violation of the SADCTS approach is 

much less when the deadline ratio is 0.5 and 1.0, while there is no violation when the deadline ratio is 2.0 

and 3.0. Compared to the proposed SADCTS approach, the existing methods failed to complete all the 

tasks within the deadline ratio. This is mainly because of the unique design of the SADCTS approach to 

evade task desecration by using deadline-aware TS and also instantly outsourcing the uncompleted tasks 

in private clouds to the public clouds.  

 

     
 

a) Violation in numbers.                                                               b) Violation in size. 

 

Figure 3. Task violation in numbers. 
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Figure 4. Resource utilization rate. 

 

 

 
 

Figure 5. Energy efficiency. 

 

 

Figure 4 displays the resource utilization of the proposed SADCTS approach against the existing 

methods. 

 

Figure 4 displays the overall resource utilization of the SADCTS approach is 17%, 20%, and 18% higher 

than MBA-RDWOA, 17%, 20%, and 16% higher than QOAO-TS, 18%, 18%, and 18% higher than 

MVO-GA, 16%, 20%, and 12% higher than BAAEQRL, and 6%, 12%, and 10% higher than G-SOS 
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methods when the deadline ratio is 1.0, 2.0 and 3.0. These demonstrate that the suggested approach 

employs the hybrid cloud resource more effectively and completes most tasks with effective load 

balancing among the cores and VMs.  

 

Figure 5 shows the energy efficiency comparison. SADCTS approach has a better energy efficiency of 

about 30%, 10%, 14% and 15% higher than MBA-RDWOA, 24%, 8%, 14% and 16.66% higher than 

QOAO-TS, 24%, 6%, 11% and 16.66% higher than MVO-GA, 21%, 4%, 12% and 20.69% higher than 

BAAEQRL, and 13%, 6%, 16% and 14.75% higher than G-SOS methods, when the deadline ratio is 0.5, 

1.0, 2.0 and 3.0, respectively. 

 

 
 

Figure 6. Cost efficiency. 

 

Figure 6 shows the cost comparison. SADCTS approach has a better cost of about 15%, 15%, 12% and 

13% lesser than MBA-RDWOA, 10%, 12%, 7% and 7% lesser than QOAO-TS, 18%, 20%, 17% and 

12% lesser than MVO-GA, 16%, 25%, 17% and 17% lesser than BAAEQRL, and 20%, 15%, 13% and 

13% lesser than G-SOS methods, when the deadline ratio is 0.5, 1.0, 2.0 and 3.0, respectively. 

 

 
 

Figure 7. Makespan. 
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Figure 7 shows the makespan comparison. SADCTS approach has a better makespan of about 3.3%, 

4.3%, 15% and 29% lesser than MBA-RDWOA, 3.3%, 8.33%, 19% and 29% lesser than QOAO-TS, 

9.4%, 13.73%, 17.75% and 27.27% lesser than MVO-GA, 19.44%, 17%, 20% and 26% lesser than 

BAAEQRL, and 14.7%, 12%, 17.74% and 28.36% lesser than G-SOS methods, when the deadline ratio is 

0.5, 1.0, 2.0 and 3.0, respectively. This improvement is predominantly beneficial for the task 

reassignment for effectively equating the overloaded VMs. It further confirms that greater resource 

conservation is significant in the suggested SADCTS method. 

 

5. Conclusion 
This paper addresses the problem of optimal task accomplishment in fusion clouds, privacy, and target 

necessities. The TS problem is modeled as a multi-objective non-linear encoding problem with a multi-

level security model to ensure optimal performance. To solve this problem, SADCTS is proposed, which 

utilizes the hybrid optimization algorithm of MFSGCSA to solve the multi-objective problem to 

maximize the task completion rate and cost minimization with effective handling of deadline and security 

constraints. This proposed approach provides less task violation, high energy efficiency, high resource 

utilization, less cost efficiency, and less makespan to satisfy the necessary security and deadline 

requirements for TS in shared resource hybrid clouds. Although efficient, the proposed model is suitable 

for independent tasks, while the workflow-based tasks need to be investigated to adapt this model for 

real-time applications. In the future, the inter-dependent relationship among tasks will be investigated to 

identify the complexity-enhancing aspects of hybrid clouds. Additionally, the public cloud model will be 

exploited to improve the cost diversity for the reserve VMs. 
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