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Abstract 

During the coronavirus pandemic, telecommuting is widely required, making remote data access grow significantly. This 

requires highly reliable data storage solutions. Storage area networks (SANs) are one of such solutions. To guarantee that 

SANs can deliver the desired quality of service, cascading failures must be prevented, which occur when a single initial 

incident triggers a cascade of unexpected failures of other devices. One such incident is the data loading/overloading, 

causing the malfunction of one device and further cascading failures. Thus, it is crucial to address influence of data 

loading on the SAN reliability modeling and analysis. In this work, we make contributions by modeling the effects of 

data loading on the reliability of an individual switch device in SANs though the proportional-hazards model and 

accelerated failure-time model. Effects of loading on the reliability of the entire SAN are further investigated through 

dynamic fault trees and binary decision diagrams-based analysis of a mesh SAN system. 

 

Keywords- Storage area network, Cascading failure, Load, Proportional-hazards model, Accelerated failure-time model. 

 

 

 

Acronyms 

AFTM Accelerated failure-time model 

BDD Binary decision diagram 

DFT Dynamic fault tree 

FT Fault tree 

PDF Probability density function 

PHM Proportional-hazards model 

SAN Storage area network 

 

Notations 

λ0 Baseline or initial failure rate  

λ Failure rate  

α Load model parameter 

L0 Baseline load or initial load 

L Load on the system component  

Rsys(L) System reliability when the load on the component under study is L 

𝑅(𝑡; 𝐿) Component reliability function at time t when the load on the component is L 

𝐹(𝑡; 𝐿) Component failure function at time t when the load on the component is L 

ℎ(𝑡; 𝐿) Component failure rate at time t when the load on the component is L 

𝜆(𝐿) Component time-independent failure rate when the load on the component is L 

𝜙(𝐿) Multiplicative factor used in the load model when the load is L 

 

 



Lv & Xing: Influence of Load on Reliability of Storage Area Networks  
 

 

1534 | Vol. 6, No. 6, 2021 

1. Introduction 
Telecommuting is widely required during the coronavirus pandemic, making remote data access 

grow significantly (Bright and Raschid, 2000; Hutanu et al., 2010). There are two major options 

for network-based storage solutions: storage area networks (SANs) and network-attached storage 

(Levens, 2021). An SAN is a high-speed network that interconnects storage devices, computer 

servers, and a management layer facilitating the access to any shared storage device by any server 

within the network, i.e., any-to-any interconnections of servers and storage devices (Honma et al., 

2004; Katal et al., 2012; Xing et al., 2017). A network-attached storage is a single storage device 

connected to a network, providing file-based data storage and retrieval services to users and clients 

over Ethernet (Gibson and Rodney, 2000). 

 

Due to benefits and features of SANs (e.g., delivering high throughput and low latency, relieving 

stresses on a local area network, and being the unique solution for demanding applications requiring 

concurrent shared access), SANs have two-thirds of the total networked storage market and are 

popular to be used by many famous enterprises, such as IBM, Tintri, NetApp, etc. (Levens, 2021). 

For the robust operation of SANs (or stably delivering the desired quality of service), reliability 

modeling and analysis are conducted as a crucial step in the SAN design and maintenance. 

 

A challenge to achieve high reliability of SANs is to prevent or mitigate cascading failures. 

Cascading failures widely exist in diverse applications such as power grid systems, transportation 

network systems, infrastructure systems, smart home systems, and so on (Xiao and Yeh, 2011; 

Yang et al., 2016; Chen et al., 2019). Due to the physically or logically interdependent 

configuration of system devices, a single initial incident triggers a cascade of unexpected failures 

of other devices (Xing, 2021). Many causes can lead to the occurrence of cascading failures, for 

example, the malfunction of one device, overload, operator errors, physical attacks, cyber-attacks, 

and other environmental factors (Timashev, 2019; Amazon, 2020; Mishra et al., 2020). Among 

them, overload is the most common one. For example, in an SAN system containing switches for 

data transmission between servers and storage arrays, the overloading of one switch can fail this 

switch and lead to the redistribution of its workload to other switches, which may further cause 

overloads on those switches in a domino way. Thus, it is crucial to model effects of loading in the 

SAN reliability modeling and analysis, which can aid in the design of mitigation strategies against 

cascading failures caused by overloading. 

 

Some research efforts have been expended in the reliability modeling and analysis of SAN systems. 

For example, in Xing et al. (2017), dynamic fault trees and network graph theory coupled with 

binary decision diagrams were proposed for evaluating the reliability of the mesh SAN with perfect 

and imperfect links, respectively. In Qiu et al. (2005), analytical models were developed for 

assessing and comparing the reliability and availability related metrics of optical-based solutions 

and IP-based solutions for SAN extensions. In Uwaechia and Akinsanmi (2013), the SAN model 

coupled with the redundancy array of independent disks (RAID) technology was designed and its 

reliability was evaluated for a data network repository. In Jiang et al. (2007), a fuzzy logic and 

Markov model-based method was developed for reliability analysis of an iSCSI protocol-based 

fault tolerant SAN. In Shetty (2002), the reliability block diagrams-based method was used to 

assess availability and reliability metrics of SANs configured with Dell servers, storage arrays and 

Fiber Channel switches. However, all these works fail to consider the effects of loading in the SAN 

reliability modeling and analysis. In this work, we make contributions by modeling the effects of 

data loading on the reliability of an individual switch device in SANs though two different load-

failure models: the proportional-hazards model and accelerated failure-time model. Effects of 
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loading on the overall reliability of the SAN are further investigated through dynamic fault trees 

and binary decision diagrams-based analysis of a mesh SAN system. 

 

The remainder of this paper is organized as follows: Section 2 presents models for describing the 

relationship between the load and failure behavior of an SAN device. Section 3 depicts an 

illustrative example of a mesh SAN system. Section 4 performs reliability modeling and analysis 

for the example SAN system. Section 5 examines effects of loading on the switch reliability and 

the entire SAN reliability. Section 6 gives conclusions and directions for future work. 

 

2. Load-Failure Rate Relationship Models 
To model the relationship between the loading and failure behavior of a device in the SAN, the 

proportional-hazards model, and the accelerated failure-time model (Levitin and Amari, 2009) are 

applied. 

 

2.1 Proportional-Hazards Model (PHM) 
PHM is a class of survival models in statistics. It is a regression model used in diverse applications 

such as medical research (Singh and Mukhopadhyay, 2011), the prediction of bank failures (Lane 

et al., 1986), and the reliability field (Dale, 1985; Mohammad et al., 2013). 

 

PHM assumes that the hazard (failure) rate of a component is the product of both a baseline hazard 

rate and a multiplicative factor based on the values of a set of conditions. Note that the hazard rate 

can be a function of time t. Therefore, the component failure rate at time t and under load L, denoted 

by ℎ(𝑡; 𝐿), can be obtained as (1), where ℎ0(𝑡), z, and 𝛼 represent the baseline hazard rate function, 

a set of loads acting on the component, and vectors of the unknown parameters in the PHM, 

respectively. 

ℎ(𝑡; 𝐿) = ℎ0(𝑡)𝑒𝑧𝛼                                                                                                                                                                  (1) 

 

When there is only one type of load, i.e., z=L, and ℎ0(𝑡) is a constant (independent of time), i.e., 

ℎ0(𝑡) = 𝜆0, the failure rate ℎ(𝑡; 𝐿) is independent of time and can be obtained as 

ℎ(𝑡; 𝐿) = 𝜆(𝐿) = 𝜆0𝑒𝐿𝛼.                                                                                                                                                       (2) 

 

2.2 Accelerated Failure-Time Model (AFTM) 
AFTM describes a situation where the biological or mechanical life history of an event is 

accelerated. It has been applied in fields such as the counting processes in the bladder cancer study 

(Lin et al., 1998), the data description in the influenza and in acute liver failure (Kay and Kinnersley, 

2002; Khanal et al., 2014). 

 

In AFTM, a component’s reliability, denoted by 𝑅(𝑡; 𝐿), is expressed as (3). 

𝑅(𝑡; 𝐿) = 𝑅0(𝑡𝜙(𝐿))                                                                                                                                                              (3) 

 

where, 𝑅0 represents the survival/reliability function of an arbitrary distribution, t represents the 

mission time, and 𝜙(𝐿) denotes a multiplicative factor. The multiplicative factor 𝜙(𝐿) is also 

referred to as an acceleration/deceleration factor used to reflect different stress levels experienced 

under different loads. When there is only one type of load, 𝜙(𝐿) can be determined based on either 

the power law or the exponential law, which are expressed as (4) with 𝛼 being the effect parameter. 

𝜙(𝐿) = {
𝐿𝛼 ,     𝑃𝑜𝑤𝑒𝑟 𝑙𝑎𝑤             

𝑒𝐿𝛼, 𝐸𝑥𝑝𝑜𝑛𝑒𝑛𝑡𝑖𝑎𝑙 𝑙𝑎𝑤
                                                                                                                                   (4) 

https://en.wikipedia.org/wiki/Survival_analysis
https://en.wikipedia.org/wiki/Statistics
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The component failure rate, denoted by 𝜆(𝐿), has a different format based on the expression of 

𝜙(𝐿). Next, we derive the component failure rate under the power load and the exponential law. 

 

2.2.1 Failure Rate under the Power Law 
When the baseline time-to-failure distribution is exponential and the multiplicative factor at L0 (i.e., 

𝜙(𝐿0)) follows the power law, 𝑅(𝑡; 𝐿0) is obtained as Eq. (5) by applying Eq. (3). The failure 

function, denoted by 𝐹(𝑡; 𝐿0), is obtained as Eq. (6). Consequently, the probability density function, 

𝑓(𝑡; 𝐿0), is obtained as the derivative of the failure function as shown in Eq. (7). 

𝑅(𝑡; 𝐿0) = 𝑅0(𝑡𝜙(𝐿0)) = 𝑒−𝜆(𝑡𝜙(𝐿0)) = 𝑒−𝜆𝑡𝐿0
𝛼
                                                                                                   (5) 

𝐹(𝑡; 𝐿0) = 1 − 𝑅(𝑡; 𝐿0) = 1 − 𝑒−𝜆𝑡𝐿0
𝛼
                                                                                                                        (6) 

𝑓(𝑡; 𝐿0) =
𝑑𝐹(𝑡;𝐿0)

𝑑𝑡
= 𝐿0

𝛼𝜆𝑒−𝜆𝑡𝐿0
𝛼
                                                                                                                                  (7) 

 

Therefore, the failure rate at load L0, which is independent of time and denoted by 𝜆(𝐿0), can be 

obtained as Eq. (8). 

𝜆(𝐿0) =
𝑓(𝑡;𝐿0)

𝑅(𝑡;𝐿0)
= 𝐿0

𝛼𝜆                                                                                                                                                          (8) 

 

Similarly, we have the failure rate at any load L as 

𝜆(𝐿) =
𝑓(𝑡;𝐿)

𝑅(𝑡;𝐿)
= 𝐿𝛼𝜆.                                                                                                                                                                (9) 

 

The relationship between 𝜆(𝐿) and 𝜆(𝐿0) can be expressed as Eq. (10) by substituting constant 

parameter 𝜆 obtained by Eq. (8) into Eq. (9). 

𝜆(𝐿) = 𝜆(𝐿0)(
𝐿

𝐿0
)𝛼                                                                                                                                                                (10) 

 

2.2.2 Failure Rate under the Exponential Law 
When the baseline time-to-failure distribution is exponential and 𝜙(𝐿) follows the exponential law, 

we have Eqs. (11) – (14). Like Eq. (14), the failure rate at any load L can be obtained as Eq. (15). 

𝑅(𝑡; 𝐿0) = 𝑅0(𝑡𝜙(𝐿0)) = 𝑒−𝜆(𝑡𝜙(𝐿0)) = 𝑒−𝜆𝑡𝑒𝐿0𝛼
                                                                                              (11) 

𝐹(𝑡; 𝐿0) = 1 − 𝑅(𝑡; 𝐿0) = 1 − 𝑒−𝜆𝑡𝑒𝐿0𝛼
                                                                                                                   (12) 

𝑓(𝑡; 𝐿0) =
𝑑𝐹(𝑡;𝐿0)

𝑑𝑡
= 𝜆𝑒𝐿0𝛼𝑒−𝜆𝑡𝑒𝐿0𝛼

                                                                                                                           (13) 

𝜆(𝐿0) =
𝑓(𝑡;𝐿0)

𝑅(𝑡;𝐿0)
= 𝜆𝑒𝐿0𝛼                                                                                                                                                     (14) 

𝜆(𝐿) =
𝑓(𝑡;𝐿)

𝑅(𝑡;𝐿)
= 𝜆𝑒𝐿𝛼                                                                                                                                                            (15) 

 

Further, Eq. (16) can be obtained to express 𝜆(𝐿) in terms of 𝜆(𝐿0) by substituting the constant 

parameter 𝜆 obtained by Eq. (14) into Eq. (15). 

𝜆(𝐿) = 𝜆(𝐿0)𝑒(𝐿−𝐿0)𝛼                                                                                                                                                         (16) 

 

Hence, when the time-to-failure follows the exponential distribution and 𝜙(𝐿 ) follows the 

exponential law, the failure rate under the AFTM is consistent with that under the PHM (i.e., Eq. 

(2)). 



Lv & Xing: Influence of Load on Reliability of Storage Area Networks  
 

 

1537 | Vol. 6, No. 6, 2021 

3. An Illustrative Mesh SAN 
Figure 1 gives a schematic diagram of an example mesh SAN. It contains devices including the 

server (denoted by Sr and being responsible for providing data and resources services), the storage 

array (denoted by SA and being responsible for data storage), and switches (denoted by Sw and 

enabling the information communication between the server and the storage array). 

 

The problem is to evaluate the reliability of this example SAN, that is the probability that the server 

and the storage array can communicate via at least one operational path consisting of switches. The 

influence of loading on switches is investigated under three cases: 

 

(i) Varying load on switch SwA1; 

(ii) Identically varying load on all the four switches {SwA1, SwA2, SwB1, SwB2}; 

(iii) Non-identically varying load on the four switches {SwA1, SwA2, SwB1, SwB2}. 

 

Sr

SA

SwA1

SwA2

SwB1

SwB2

Sr – Server

Sw – Switch

SA – Storage Array

 
 

Figure 1. Example mesh SAN. 

 

The time-to-failure of the example SAN devices is assumed to follow the exponential distribution 

with constant rate λ. Table 1 lists baseline failure rate parameters for the devices in the example 

mesh SAN, λi0 (i∈{Sr, SA, SwA1, SwA2, SwB1, SwB2}), which are based on technical 

specifications of products in the industry (Simache and Kaaniche, 2005; EMC Corporation, 2009; 

Dell EMC VMAX3, 2018). 

 

 
Table 1. Baseline failure rates for components of the example mesh SAN. 

 

λSr0 λSA0 λSwA10 λSwA20 λSwB10 λSwB20 

1.04260401e-7 4.75646981e-11 4.75646981e-11 4.75646981e-11 4.75646981e-11 4.75646981e-11 
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4. SAN Reliability Modeling and Analysis 
In this section, we derive the reliability expression of the example mesh SAN based on the dynamic 

fault tree modeling and the subsequent binary decision diagrams-based reliability analysis. 

 

4.1 Fault Tree Modeling 
The failure of the example mesh SAN can be caused by one of the following causes: 

• Failure of the server Sr,  

• Failure of the storage array SA, 

• Failure of all connections or paths between Sr and SA. 

 

These causes are represented by the dynamic fault tree (DFT) model in Figure 2. Specifically, the 

server Sr fails when Sr fails itself or when both SwA1 and SwB1 fail (as the server is accessible or 

can communicate with other devices via one of these two switches). In other words, the server Sr 

has the functional dependence on switches SwA1 and SwB1, which is modeled by the FDEP gate. 

The failure of SwA1 and SwB1 serves as the trigger event of the FDEP gate, whose occurrence 

causes the dependent component Sr to become inaccessible or unusable. 

 

SAN Failure

SwA1 SwB1 SwB2SwA2

Path Failure

Sr

FDEP

SwB1SwA1

AND

Sr Failure SA Failure

OR

SA

FDEP

SwB2SwA2

AND

OR

ANDAND

 
 

Figure 2. DFT model of the example mesh SAN. 

 

The storage array SA fails when SA fails itself or when both SwA2 and SwB2 fail (as the storage 

array is accessible or can communicate with other devices via one of these two switches). In other 

words, the storage array SA has the functional dependence on switches SwA2 and SwB2, which is 

modeled by the FDEP gate, whose occurrence causes the dependent component SA to become 

inaccessible or unusable. 

 

All the paths between Sr and SA fail when either the top two switches (i.e., switches SwA1 and 

SwB1) fail or the bottom two switches (i.e., switches SwA2 and SwB2) fail. In Figure 2, this is 

modeled by an OR gate connecting two AND gates. 

 

For the system reliability analysis, the FDEP gate can be replaced with the logic OR gate (Xing et 

al., 2014). Thus, the DFT model in Figure 2 can be converted to the equivalent static fault tree (FT) 

model in Figure 3 after the OR gate replacements. 
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SAN Failure

SwA1 SwB1 SwB2SwA2

Path FailureSr Failure SA Failure

OR

SwB1SwA1

AND
Sr

OR

SwB2SwA2

AND
SA

OR OR

AND AND

 
 

Figure 3. Equivalent FT model of the example mesh SAN. 

 

 

 

4.2 Binary Decision Diagram-Based Reliability Analysis 
Binary decision diagrams (BDDs) were first adapted to the fault tree reliability analysis in 1993 

(Harpel et al., 1997; Xing and Dugan, 2002). A BDD is a directed acyclic graph based on Shannon’s 

decomposition and has become a state-of-the-art combinatorial reliability model for efficient fault 

tree analysis since 1993. Particularly, for the reliability analysis of the example SAN, each device 

i is modeled using a Boolean variable, denoted by i, i∈{Sr, SA, SwA1, SwA2, SwB1, SwB2}. i=0 

represents that component i functions throughout the entire mission, and i=1 represents that 

component i fails during the mission time. Applying the manipulation rules of the BDD generation 

(Eq. (3.3) in Xing and Amari (2015)), the BDD model of the entire SAN can be constructed from 

the FT in Figure 3 in a bottom-up manner, as shown in Figure 4. The ordering of component 

variables for constructing the BDD is Sr<SA<SwA1<SwA2<SwB1<SwB2. 

 

Let Fi represent component i’s failure probability. The reliability of the example SAN, denoted by 

Rsys is evaluated by Eq. (17), which is obtained by adding probabilities of all paths from the root 

node to sink node ‘0’ of the BDD in Figure 4. 

𝑅𝑠𝑦𝑠 = (1 − 𝐹𝑆𝑟)(1 − 𝐹𝑆𝐴){(1 − 𝐹𝑆𝑤𝐴1)[(1 − 𝐹𝑆𝑤𝐴2) + 𝐹𝑆𝑤𝐴2(1 − 𝐹𝑆𝑤𝐵2)] + 𝐹𝑆𝑤𝐴1[(1 −

𝐹𝑆𝑤𝐴2)(1 − 𝐹𝑆𝑤𝐵1) + 𝐹𝑆𝑤𝐴2(1 − 𝐹𝑆𝑤𝐵1)(1 − 𝐹𝑆𝑤𝐵2)]}                                                                                   (17) 
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Sr

SA

SwA1

SwA2

SwB2

SwA2

SwB1

SwB2

SwB1

10
 

 

Figure 4. BDD model of the example mesh SAN. 

 

5. Influence of Loading on Switch Reliability and SAN Reliability 
In this section, we evaluate the switch reliability and SAN reliability using the PHM, AFTM with 

the power law, and AFTM with the exponential law under the three cases defined in Section 3. 

 

5.1 PHM 

5.1.1 Case 1: Varying Load on SwA1 
To examine the influence of loading on SwA1 on the reliability of SwA1 and the reliability of the 

entire SAN system, we vary the value of LSwA1 from 0 to 40. We also examine the effects of the 

PHM load model parameter αSwA1 by analyzing the reliability of SwA1 and the entire SAN system 

using three different values, αSwA1=0.5, 1.0, 1.5. 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}, their failure 

probabilities are calculated as 𝐹𝑖(𝑡) = 1 − 𝑒−𝜆𝑖0𝑡 using the baseline failure rates 𝜆𝑖0 from Table 1. 

Mission time t=8640 hours is used. Table 2 summarizes the results of 𝐹𝑖(𝑡 = 8640ℎ)  for 

components 𝑆𝑟, 𝑆𝐴, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2. 

 
Table 2. Component unreliability 𝐹𝑖(𝑡 = 8640h), 𝑖 ∈ {Sr, SA, SwA2, SwB1, SwB2}. 

 

FSr FSA FSwA2 FSwB1 FSwB2 

9.00404262e-4 4.10958905e-7 4.10958905e-7 4.10958905e-7 4.10958905e-7 

 

 

Table 3 summarizes the load-dependent failure rate of SwA1 (λSwA1 evaluated using Eq. (2)), 

reliability of SwA1 (RSwA1 evaluated using 𝑒−𝜆𝑆𝑤𝐴1𝑡 ), and reliability of the entire SAN (Rsys 

evaluated using Eq. (17)) under three different load values (initial load L0=0, L=15, and L=40) for 

the three different values of αSwA1. 
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Table 3. Switch failure rate (λSwA1) and reliability (RSwA1), and SAN reliability (Rsys) at t=8640h. 
 

L 

αSwA1 
0 15 40 Metrics Evaluated 

0.5 4.75646978e-11 8.59989911e-8 2.30767359e-2 

λSwA1 1.0 4.75646978e-11 1.55489823e-4 1.11960291e+8 

1.5 4.75646978e-11 2.81132196e-1 5.43192364e+15 

0.5 0.99999959 0.99925725 0 

RSwA1 1.0 0.99999959 0.26094854 0 

1.5 0.99999959 0 0 

0.5 0.99909919 0.99909912 0.99909878 

Rsys 1.0 0.99909919 0.99909888 0.99909878 

1.5 0.99909919 0.99909878 0.99909878 

 

Figure 5 shows the effects of the loading on SwA1 and the load model parameter αSwA1 on the 

reliability of switch SwA1 and on the reliability of the entire example SAN graphically. At the 

beginning as the loading on SwA1 increases, both the reliability of SwA1 and reliability of the 

SAN decrease slowly. When the load of SwA1 reaches a certain value, both the individual switch 

reliability and the SAN reliability drop sharply, and this load value decreases as the model 

parameter αSwA1 increases (specifically, L=27 for αSwA1=0.5; L=13 for αSwA1=1.0; L=8 for αSwA1=1.5). 

This is intuitive as the larger the value of αSwA1, the more significant effects of data load on the 

switch failure rate (according to Eq. (2)), and thus on the switch reliability. 

 

 
 

Figure 5. Rsys(L) and RSwA1(L) under different αSwA1 at t=8640h. 

 

 

5.1.2 Case 2: Identically Varying Load on All the Four Switches 

To examine the influence of identically varying load of all the four switches on their reliability and 

the reliability of the entire SAN system, we vary the value of Li, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} 

from 0 to 40. We also examine the effects of mission time t by analyzing those reliabilities using 

three different values (t = 720, 4320, and 8640 hours). 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴} in this case, their failure probabilities 

are calculated as 𝐹𝑖(𝑡) = 1 − 𝑒−𝜆𝑖0𝑡  using the baseline failure rates 𝜆𝑖0  from Table 1. Table 4 

summarizes the results of 𝐹𝑖(𝑡) for components 𝑆𝑟, 𝑆𝐴 at t=720, 4320, and 8640 hours. 
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Table 4. Component unreliability 𝐹𝑖(𝑡), 𝑖 ∈ {Sr, SA}. 
 

t(h) FSr FSA 

720 7.50646716e-5 3.42465818e-8 

4320 4.50303517e-4 2.05479473e-7 

8640 9.00404262e-4 4.10958905e-7 

 

Table 5 summarizes the load-dependent failure rate of each switch 𝑖  (λi, 𝑖 ∈
{𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} evaluated using Eq. (2)), reliability of each switch i (Ri evaluated 

using 𝑒−𝜆𝑖𝑡), and reliability of the entire SAN (Rsys evaluated using Eq. (17)) under three different 

load values (initial load L0=0, L=15, and L=20) at three different mission times. The PHM load 

model parameter αi = 1, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} is used in this case. 
 

 

Table 5. Switch failure rate (λi) and reliability (Ri), and SAN reliability (Rsys) for αi = 1. 
 

L 

t(h) 
0 15 20 Metrics Evaluated 

720 4.75646978e-11 1.55489823e-4 2.30767359e-2 

λi 4320 4.75646978e-11 1.55489823e-4 2.30767359e-2 

8640 4.75646978e-11 1.55489823e-4 2.30767359e-2 

720 0.99999997 0.89408657 6.08259182e-8 

Ri 4320 0.99999980 0.51083122 0 

8640 0.99999959 0.26094854 0 

720 0.99992490 0.09776171 1.46549439e-14 

Rsys 4320 0.99954949 0.05784249 0 

8640 0.99909919 0.02057516 0 

 

Figure 6 shows the effects of the identically varying load of all the switches and the mission time 

on the switch reliability and on the entire SAN reliability graphically. 

 

 

  
 

Figure 6. Ri(L) and Rsys(L) at different t under αi = 1, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}. 
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At the beginning as the loading on all switches increases, both the switch reliability and the SAN 

reliability decrease very slightly. When the load of the switches reaches a certain value, the switch 

and SAN reliabilities drop sharply, and this load value decreases as the mission time t increases 

(specifically, L=17 for t=720h, L=15 for t=4320h, L=12 for t=8640h). This is intuitive as the larger 

the value of t, each switch’s failure probability increases, leading to the worse SAN reliability. 

 

5.1.3 Case 3: Non-Identically Varying Load on the Four Switches 
To examine the influence of non-identically varying load on all the four switches on their reliability 

and the entire SAN system reliability, we vary each Li, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}  in 

different ranges of loading values. We also examine the effects of the PHM load model parameter 

αi, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} by collecting the data under three different values, αi=0.5, 1.5, 

2.5. Table 6 summarizes the range of Li (the first number in the range is Li0) and value of αi for 

three sets of parameters studied. Mission time t=8640 hours is used for this case study. 

 
Table 6. Li and αi, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}. 

 

Parameter αi LSwA1 LSwA2 LSwB1 LSwB2 

Set 1 0.5 3 ~ 43 1 ~ 41 5 ~ 45 2 ~ 42 

Set 2 1.5 1 ~ 41 2 ~ 42 3 ~ 43 5 ~ 45 

Set 3 2.5 5 ~ 45 3 ~ 43 1 ~ 41 2 ~ 42 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴}, their failure probabilities at 𝑡 = 8640ℎ 

are given in Table 4. 

 

Table 7 summarizes the load-dependent failure rate of each switch i, 𝑖 ∈
{𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}, (λi evaluated using Eq. (2)) and the entire SAN reliability (Rsys 

evaluated using Eq. (17)) under the initial load Li0 and Li=Li0+4 and Li=Li0+40. 

 

 
Table 7. Switch failure rate (λi) and SAN reliability (Rsys) under different loads Li and αi at t=8640h. 

 

Li αi λSwA1 λSwA2 λSwB1 λSwB2 Rsys(Li) 

Li0 

0.5 2.13170186e-10 7.84209290e-11 5.79456643e-10 1.29294254e-10 0.99909919 

1.5 2.13170186e-10 9.55362494e-10 4.28163765e-9 8.59989911e-8 0.99909918 

2.5 1.27633819e-5 8.59989910e-8 5.79456644e-10 7.05922706e-9 0.99909862 

Li0+4 

0.5 1.57512647e-9 5.79456644e-10 4.28163765e-9 9.55362494e-10 0.99909918 

1.5 8.59989911e-8 3.85420738e-7 1.72733591e-6 3.46944692e-5 0.99822792 

2.5 0.28113220 1.89425384e-3 1.27633819e-5 1.55489823e-4 0.23349171 

Li0+40 

0.5 1.03422755e-1 3.80471053e-2 2.81132196e-1 6.27290719e-2 0 

1.5 2.43441928e+16 1.09103103e+17 4.88966183e+17 9.82114833e+18 0 

2.5 3.43094658e+38 2.31175362e+36 1.55764734e+34 1.89760293e+35 0 

 

Figures 7, 8 and 9 show the effects of the varying loading on the reliability of each switch Ri(Li0+L) 

and on the reliability of the entire example SAN Rsys(Li0+L) graphically for αi being 0.5, 1.5 and 2.5, 

respectively. The values of Li0 are given in Table 6, and L corresponds to the x-axis of these figures. 

Similar to the observation in Section 5.1.1, at the beginning, as the loading on all the switches 

increases, both the switch reliability and the SAN reliability decrease very slightly. When the load 

of each switch reaches a certain value, the switch reliability drops sharply, leading to a sudden drop 

in the entire SAN reliability. This load value varies for different switches. For example, in Figure 

7 the reliability of switch SwB1 drops at first among the four switches, because SwB1 has the 

largest initial load Li0. 
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Figure 7. Set 1 in Table 6 (LSwA10=3, LSwA20=1, LSwB10=5, LSwB20=2, and αi=0.5). 

 

 
 

Figure 8. Set 2 in Table 6 (LSwA10=1, LSwA20=2, LSwB10=3, LSwB20=5, and αi=1.5). 

 

  
 

Figure 9. Set 3 in Table 6 (LSwA10=5, LSwA20=3, LSwB10=1, LSwB20=2, and αi=2.5). 
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5.2 AFTM under the Power Law 

5.2.1 Case 1: Varying Load on SwA1 
To examine the influence of loading on SwA1 on the reliability of SwA1 and the reliability of the 

entire SAN system, we vary the value of LSwA1 from 1 to 1000. We also examine the effects of the 

AFTM load model parameter αSwA1 by analyzing the reliability of SwA1 and the entire SAN system 

using three different values, αSwA1=2.0, 2.5, 3.0. Mission time t=8640 hours is used. 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}, their failure 

probabilities, 𝐹𝑖(𝑡 = 8640ℎ), are given in Table 2. 

 

Table 8 summarizes the load-dependent failure rate of SwA1 (λSwA1 evaluated using Eq. (9)), 

reliability of SwA1 (RSwA1 evaluated using Eq. (5)), and reliability of the entire SAN (Rsys evaluated 

using Eq. (17)) at three load values (initial load L0=1, L=200, and L=1000) for the three different 

values of αSwA1. 

 
Table 8. Switch failure rate (λSwA1) and reliability (RSwA1), and SAN reliability (Rsys) at t=8640h. 

 

L 

αSwA1 
1 200 1000 Metrics Evaluated 

2.0 4.75646978e-11 1.90258791e-6 4.75646978e-5 

λSwA1 2.5 4.75646978e-11 2.69066563e-5 1.50412781e-3 

3.0 4.75646978e-11 3.80517582e-4 4.75646978e-2 

2.0 0.99999959 0.98369601 0.66301412 

RSwA1 2.5 0.99999959 0.79257074 2.27015078e-6 

3.0 0.99999959 0.03734068 0 

2.0 0.99909919 0.99909918 0.99909905 

Rsys 2.5 0.99909919 0.99909910 0.99909878 

3.0 0.99909919 0.99909879 0.99909878 

 

Figure 10 shows the effects of the loading on SwA1 and the load model parameter αSwA1 on the 

reliability of switch SwA1 and on the reliability of the entire example SAN graphically. It is 

intuitive that the switch reliability and the SAN reliability decreases as the loading on SwA1 

increases. The decreasing trend is the sharpest when αSwA1 = 3 among the three values studied for 

this parameter. This is also intuitive since as the value of αSwA1 increases, the effects of data load 

on the switch failure rate (according to Eq. (9)) and on the switch reliability (according to Eq. (5)) 

and thus on the entire SAN reliability become more prominent. 

 

 
 

Figure 10. Rsys(L) and RSwA1(L) under different αSwA1 at t=8640h. 
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5.2.2 Case 2: Identically Varying Load on All the Four Switches 
To examine the influence of identically varying load on all four switches on the switch reliability 

and the SAN reliability, we vary the value of Li (𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}) from 1 to 1000. 

We also examine the effects of mission time t by analyzing those reliabilities using three different 

values (t =720, 4320, and 8640 hours). 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴} in this case, their failure probabilities 

at t=720, 4320, and 8640 hours are summarized in Table 4. 

 

Table 9 summarizes the load-dependent failure rate of each switch i (λi, 𝑖 ∈
{𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} evaluated using Eq. (9)), reliability of each switch i (Ri evaluated 

using Eq. (5)), and reliability of the entire SAN (Rsys evaluated using Eq. (17)) at three different 

load values (initial load L0=0, L=200, and L=1000) for the three different values of t. The power 

law model parameter αi = 3, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} is used in this case. 

 

Figure 11 shows the effects of the identically varying load on all four switches and the mission time 

on the switch reliability and on the entire SAN reliability graphically. When the load of switch i 

increases, both the switch reliability and the SAN reliability drop, and the dropping trend is sharper 

as mission time t increases. This is because, as t increases, each switch’s reliability decreases 

(according to Eq. (5)), thus reducing the entire SAN’s reliability. 

 

 
Table 9. Switch failure (λi) rate and reliability (Ri), and SAN reliability (Rsys) at αi = 3. 

 

L 

t(h) 
1 200 1000 Metrics Evaluated 

720 4.75646978e-11 3.80517582e-4 4.75646978e-2 

λi 4320 4.75646978e-11 3.80517582e-4 4.75646978e-2 

8640 4.75646978e-11 3.80517582e-4 4.75646978e-2 

720 0.99999997 0.76035286 1.33226763e-15 

Ri 4320 0.99999980 0.19323737 0 

8640 0.99999959 0.03734068 0 

720 0.99992490 0.88837007 0 

Rsys 4320 0.99954949 0.12183967 0 

8640 0.99909919 0.00536615 0 

 

 
 

Figure 11. Ri(L) and Rsys(L) at different t for αi = 3, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}. 
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5.2.3 Case 3: Non-Identically Varying Load on the Four Switches 
To examine the influence of non-identically varying load on all the four switches on their reliability 

and the entire SAN system reliability, we vary each Li, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2} , in 

different ranges of loading values. We also examine the effects of the power law load model 

parameter αi, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}, by collecting the data under three different values, 

αi=2.0, 2.5, and 3.0. Table 10 presents the ranges of Li (the first number in each range is Li0) and 

values of αi for three sets of parameters studied in this case. Mission time t=8640 hours is used for 

this case study. 

 

 
Table 10. Li and αi, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}. 

 

Parameter αi LSwA1 LSwA2 LSwB1 LSwB2 

Set 1 2.0 30~1030 50~1050 100~1100 180~1180 

Set 2 2.5 50~1050 100~1100 180~1180 30~1030 

Set 3 3.0 180~1180 50~1050 30~1030 100~1100 

 

 

For components that have constant data loads, i.e., {𝑆𝑟, 𝑆𝐴}, their failure probabilities at t=8640 

hours are given in Table 2. 

 

Table 11 summarizes each switch’s reliability (Ri, 𝑖 ∈ {𝑆𝑤𝐴1, 𝑆𝑤𝐴2, 𝑆𝑤𝐵1, 𝑆𝑤𝐵2}, evaluated 

using Eq. (5)) and the entire SAN reliability (Rsys evaluated using Eq. (17)) under the initial load 

Li0, Li= Li0+200, and Li= Li0+1000. 

 

 
Table 11. Switch reliability (Ri) and SAN reliability (Rsys) under different loads Li and αi at t=8640h. 

 

Li α RSwA1 RSwA2 RSwB1 RSwB2 Rsys 

Li0 

2.0 0.99963021 0.99897313 0.99589884 0.98677318 0.99908410 

2.5 0.99276153 0.95973709 0.83640659 0.99797623 0.99783477 

3.0 0.09101665 0.94992725 0.98896544 0.66301412 0.97238848 

Li0+200 

2.0 0.97849487 0.97464212 0.96368933 0.94238397 0.99686046 

2.5 0.66623387 0.52696473 0.31449162 0.71913992 0.66813893 

3.0 1.60915503e-10 1.62664738e-3 6.73701709e-3 1.51745222-5 1.10508524e-5 

Li0+1000 

2.0 0.65209715 0.64114910 0.61369306 0.56974764 0.73129737 

2.5 5.95135720e-7 9.98108882e-8 4.39599113e-9 1.17384441e-6 7.62945263e-13 

3.0 0 0 0 0 0 

 

 

Figures 12, 13 and 14 show the effects of the varying loading on the reliability of each switch 

Ri(Li0+L) and on the reliability of the entire example SAN Rsys(Li0+L) graphically for αi being 2.0, 

2.5, and 3.0, respectively. The values of Li0 are given in Table 10, and L corresponds to the x-axis 

of these figures. Similar to the observation in Section 5.2.1, as the loading on the switch increases, 

both the switch reliability and the SAN reliability decrease. Particularly, the reliability of switch 

SwB1 with the largest initial load Li0 drops at first among the four switches, as demonstrated in 

Figure 13. 
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Figure 12. Set 1 in Table 10 (LSwA10=30, LSwA20=50, LSwB10=100, and LSwB20=180 and α=2.0). 

 

  
 

Figure 13. Set 2 in Table 10 (LSwA10=50, LSwA20=100, LSwB10=180, and LSwB20=30 and α=2.5). 

 

  
 

Figure 14. Set 3 in Table 10 (LSwA10=180, LSwA20=50, LSwB10=30, and LSwB20=100 and α=3.0). 
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5.3 AFTM under the Exponential Law 

As discussed in Section 2.2.2, the failure rate under the AFTM with the exponential law is 

consistent with that under the PHM. Hence, when the same input load parameters are used, the 

same switch and system reliabilities as those in Section 5.1 can be obtained. Thus, the same effects 

of switch loading on the SAN reliability as those in Section 5.1 can be observed, which are 

summarized as follows. 

 

(i) As the loading on a single switch (e.g., SwA1) increases, both the reliability of that switch 

and reliability of the entire SAN decrease slowly at the beginning, then drop sharply 

(Figure 5). The load value corresponding to the turning point in the reliabilities decreases 

as the model parameter α increases. 

(ii) As the loading on all the four switches increases, the switch reliability and the SAN 

reliability have similar trends to those under the varying loading on a single switch 

(decreasing slowly first and then dropping sharply). The load value corresponding to the 

turning point in the reliabilities decreases as the mission time t increases (Figure 6). 

(iii) In the case of switches with different initial loads, as the loading of each switch increases, 

the reliability of the switch with the largest initial load drops rapidly first (Figures 7, 8 and 

9). 

 

6. Conclusions and Future Work 
Overload is one of the most common causes of cascading failures. To defend against cascading 

failures or at least mitigate their consequences, it is pivotal to study the impact of loading on the 

reliability of critical technological devices and systems. This paper contributes by modeling the 

effects of data loading on the switch reliability in SANs though the PHM, the AFTM with the power 

law, and the AFTM with the exponential law. Using the FT and BDD-based method, the effects of 

switch loading on the SAN reliability are further investigated. The quantitative influence of switch 

loading and load model parameters on the switch reliability and the SAN reliability is analyzed 

under three cases: varying loading on a single switch, identically and non-identically varying load 

on multiple switches. The results obtained from those case studies can provide effective guidelines 

in designing resilience strategies against switch overloading and the further cascading failures 

caused by the overloading. For example, before the load of a switch reaches the point where the 

switch reliability and the entire SAN reliability start to drop quickly (i.e., high risk of the system 

failure), the load of that switch may be redistributed to other devices to mitigate such risk. Thus, as 

a continuation of the proposed work, we are interested in exploring and developing different load 

redistribution policies and studying their performance in reducing the likelihood of cascading 

failures (Wang et al., 2008). We are also interested in studying resilience metrics, modeling and 

analysis of SANs subject to cascading failures (Xing, 2021). 
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